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Chapter 1: CellReporterXpress Image Acquisition and
Analysis Software

50587711

The CellReporterXpress® Image Acquisition and Analysis Software is the user interface for the
Molecular Devices® ImageXpress® Pico Automated Cell Imaging System.
The CellReporterXpress software integrates image acquisition and analysis into a unified
workflow. Along with the ImageXpress Pico system, the CellReporterXpress software
streamlines automated imaging to offer a simplified solution for scaling up microscopy. Its
features include:

e A web-based interface that runs on many browsers, including those found on iPads and

Android tablets.

e Over 25 available predefined experimental protocols.

e High-powered analysis tools equivalent to those found in desktop applications.

e Easy-to-manage data with no requirement to configure a database.

e A simplified userinterface that is easy to learn and easy to use.
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Terminology

This guide uses the following terminology:

Instrument: The ImageXpress® Pico Automated Cell Imaging System, which is used by the
CellReporterXpress software to capture images.

Host Computer: The computer running the core CellReporterXpress software services
(MD.CoreService, MD.DataService, and MD.WebService), along with the services for
analysis operations (MD.AnalysisService) and storage operations (MD.LocationService).
The host computer communicates with the instrument, remote analysis computers, remote
storage computers, and client workstations.

Client Workstation: A computer or tablet that connects to the host computer. A client
workstation uses a supported browser to display the CellReporterXpress software user
interface and interact with the software.

Storage Operations: The process of writing and reading data during image acquisition and
analysis. Storage operations are performed by the Location Service (MD.LocationService)
on the host computer or on one or more remote computers. Computers performing
storage operations must have edit access to defined storage locations (for example,
network drives).

Analysis Operations: The process of stitching, measuring, and analyzing on images.
Analysis operations are performed by the Analysis Service (MD.AnalysisService) on the
host computer or on one or more remote computers.
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Obtaining Support

50587711

Molecular Devices is a leading worldwide manufacturer and distributor of analytical
instrumentation, software, and reagents. We are committed to the quality of our products and
to fully supporting our customers with the highest level of technical service.

Our Support website, www.moleculardevices.com/service-support, describes the support
options offered by Molecular Devices, including service plans and professional services. It also
has a link to the Molecular Devices Knowledge Base, which contains documentation, technical
notes, software upgrades, safety data sheets, and other resources. If you still need assistance,
you can submit a request to Molecular Devices Technical Support.

Technical Support

You can contact Molecular Devices Technical Support by submitting a support request through
the Molecular Devices Knowledge Base at mdc.custhelp.com.

You can also submit a support request by phone. For regional support contact information, go
to www.moleculardevices.com/contact.

You will need the instrument serial number.

Documentation

Review the product documentation on the Molecular Devices Knowledge Base at
mdc.custhelp.com, including installation guides and user guides. In addition, online Help is
available within the CellReporterXpress software. Press F1to access Help for the current page.

Additional Resources
Web-based microscopy courses:

e www.leica-microsystems.com/science-lab
e www.ibiology.org/ibioeducation/taking-courses/ibiology-microscopy-short-course.html

The Molecular Probes Handbook offers advice on fluorescent probes and can help you
determine if there are better stains available for your analysis:

e www.thermofisher.com/us/en/home/references/molecular-probes-the-handbook.html


http://www.moleculardevices.com/service-support
https://mdc.custhelp.com/app/home
http://www.moleculardevices.com/contact
https://mdc.custhelp.com/app/home
http://www.leica-microsystems.com/science-lab
http://www.ibiology.org/ibioeducation/taking-courses/ibiology-microscopy-short-course.html
https://www.thermofisher.com/us/en/home/references/molecular-probes-the-handbook.html
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Product Documentation

The following guides are available on the Molecular Devices Knowledge Base at
mdc.custhelp.com:

e (CellReporterXpress Installation Guide

e CellReporterXpress Release Notes

e CellReporterXpress User Guide

e |mageXpress Pico Pre-Installation Guide

®* |mageXpress Pico Installation Guide

® |mageXpress Pico User Guide

® |mageXpress Pico Calibration Kit Guide
In addition, the CellReporterXpress software includes context-sensitive Help that you can
access from within the software. Just press the F1 key from within the software to view Help for
the current page.

* Tip: We recommend that you review the documentation before installing or using the
ImageXpress Pico system or the CellReporterXpress software.

About This Guide

This guide is intended for the scientist or IT professional who will be installing and configuring
the CellReporterXpress software. You can configure the CellReporterXpress software to
perform operations on a single computer or on multiple computers. This guide contains critical
information that helps you configure a system to best meets your needs.

The information in this guide is subject to change without notice. We recommend that you
review the guide on the Molecular Devices Knowledge Base at mdc.custhelp.com for the most
up-to-date information.
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Chapter 2: Getting Started

ltems Required to Install the Software

You will need the following items to install the CellReporterXpress software:

e The host computer runs the software. If you purchased the optional workstation and
monitor bundle, Molecular Devices has provided the host computer and a touch-screen
monitor set up to work with the CellReporterXpress software. Otherwise, you must provide
your own host computer and monitor. See System Requirements on page 15 for details.

e The SafeNet Sentinel USB hardware key (also called a "dongle") is the hardware
component of your license. It is required to install or run the software. The dongle is
included in the package with the ImageXpress Pico instrument. See Software License on
page 10 for details.

e The CellReporterXpress Installation Utility, which you can download from the Molecular
Devices Knowledge Base. See Downloading the Installation Utility on page 39 for details.

50587711
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Software License

10

The license to run the CellReporterXpress software on the host computeris comprised of a
software component and a hardware component. The license determines how many
users/clients can connect to the CellReporterXpress software at once, how many concurrent
analyses can be run, and the availability of specific analysis algorithms.

Software Component

After installation, the software component consists of files located in the following folder:

$ProgramData%\Molecular Devices\CellReporterXpress

/,\ CAUTION! Do not move, modify, or delete the license files.

If you need to reinstall the license files, run the CellReporterXpress Installation Utility again.
You can also go to the following web page and download the license files from Molecular
Devices:

www.meta.moleculardevices.com/software/crx/authorize

You will need the software system ID and the registered email address to download the
license files.

% Note: If the host computer is not connected to the Internet, download the license files
to another computer that is connected to the Internet and then copy them to the host
computer.

Hardware Component

The hardware component is a SafeNet Sentinel USB hardware key. The hardware key must be
inserted in a USB port on the host computer to install or run the CellReporterXpress software.

50587711
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Chapter 2: Getting Started

System Configurations

50587711

To determine the best configuration for the CellReporterXpress software, consider the needs
of your users along with your networking constraints and hardware availability.

System configurations for the CellReporterXpress software include the following:

e Standalone Configuration, see below
e Network Configuration, see page 12
e Server Configuration, see page 13

This guide describes the procedures for installing each configuration.

Standalone Configuration

A standalone configuration is the simplest configuration. It uses a direct Ethernet connection

between the instrument and the host computer. The CellReporterXpress software runs on the

host computerin a browser. All CellReporterXpress software services are installed on the host

computer, which also performs all analysis operations and data storage operations.
ImageXpress Pico Host Computer

T s
ey

LAN1

W

R, v

Note: You can also use a network connection between the host computer and the
instrument. The instrument appears on the network with the prefix "IXP-" followed by
the serial number.

To set up a standalone configuration, install a host computer. See Installing the
CellReporterXpress Software on page 37 for details.

il
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Network Configuration

A network configuration is more advanced than a standalone configuration. In a network
configuration, the instrument and the host computer are each connected to the network. The
CellReporterXpress software runs in a browser on the host computer. All CellReporterXpress
software services (specifically MD.CoreService, MD.DataService, MD.WebService,
MD.LocationService, and MD.AnalysisService) are installed on the host computer, which also
performs all analysis operations and data storage operations.
In this configuration, you can set up computers and tablets as client workstations to connect to
the host computer. A client workstation uses a supported browser to display the
CellReporterXpress software user interface and interact with the software.

ImageXpress Pico Host Computer

Client Workstations

Note:
% e We recommend that you connect only one instrument to the host computer.
e The CellReporterXpress software allows multiple client workstations to
simultaneously connect to the host computer. However, only one user at a time can
access the instrument.

To set up a network configuration, do the following:

1. Install a host computer.
2. Asneeded, install a client workstation on any Windows computer running Google Chrome.

See Installing the CellReporterXpress Software on page 37 for details.
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Server Configuration

A server configuration, which is the most advanced configuration, can enhance the
performance of yourimaging system. In a server configuration, CellReporterXpress software
functionality is distributed across several computers on the network. The host computer runs
all core CellReporterXpress software services (specifically MD.CoreService, MD.DataService,
MD.WebService), but you can set up more powerful computers to run the services for remote
analysis (MD.AnalysisService) and remote storage (MD.LocationService).

In this configuration, you can set up computers and tablets as client workstations to connect to
the host computer. A client workstation uses a supported browser to display the
CellReporterXpress software user interface and interact with the software.

Analysis operations can be performed by any computer on the network that runs
MD.AnalysisService. While the CellReporterXpress software license limits the number of
analysis processes running concurrently, there is no limit to the number of computers running
analysis operations. When you set up multiple computers for analysis operations, the
CellReporterXpress software determines which computers perform analysis.

Storage operations can be performed by any computer on the network that runs
MD.LocationService. There is no limit to the number of remote storage computers in the
configuration. Each remote storage computer contains one or more folders mapped for
storage. If the CellReporterXpress software will be used by multiple groups, you may want to
organize storage by group.

* Tip: For optimal data transfer, we recommend using a sustainable network connection
with a speed of at least 1 Gb/s.

ImageXpress Pico Host Computer

B n Minimum 1Gb/sec m——
[ J Reliable and dedicated network
- S

without sub-network

PJRY

Remote Remote
Client Workstations Storage Analysis

50587711 13



CellReporterXpress Image Acquisition and Analysis Software Installation Guide

Note:
% e We recommend that you connect only one instrument to the host computer.
e The CellReporterXpress software allows multiple client workstations to
simultaneously connect to the host computer. However, only one user at a time can
access the instrument.

To set up a server configuration, do the following:
1. Install a host computer.
2. Asneeded, install one or more remote analysis computers.
3. Asneeded, install one or more remote storage computers.
4. Asneeded, install a client workstation on any Windows computer running Google Chrome.

See Installing the CellReporterXpress Software on page 37 for details.
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System Requirements

Host Computer

Chapter 2: Getting Started

In a standalone configuration or a network configuration, the host computer performs all
analysis and storage operations. In these configurations, the host computer must meet the
following minimum specifications:

ltem

Operating System

Minimum Requirement

Microsoft Windows 10

Notes

Pro and Enterprise editions are
supported.

Microsoft Windows Server 2016

Standard edition is supported.

Browser

Google Chrome

Must be installed on the host computer
before installing the software.

This version of the CellReporterXpress
software was tested with Google Chrome
85 (64-bit).

CPU

Intel Sixth Generation or later @
2.4 GHz

See Analysis Computers on page 16 for
details.

Available Disk Space

See Storage Computers on page 16 for
details.

Logical Processors 10 10 logical processors can support 4
concurrent analyses. For each additional
concurrent analysis, add 2 logical
processors.

RAM 16 GB 16 GB of RAM supports 4 concurrent

analyses. For each additional concurrent
analysis, add 2 GB of memory.

Ethernet Port

Intel Gigabit Network Connection

In a standalone configuration, where the
instrument is directly connected to the
host computer, you may also want to
connect the host computer to your
network. In this case, connect the host
computer to the network using a second
Ethernet port, a wireless connection, or a
USB-to-Ethernet adapter. Do not use a
wireless connection or a USB-to-Ethernet
adapter to connect the host computer to
the instrument.

USB 3 Port

An external storage drive, if used, must
use a USB 3 interface.

Display Resolution

Optimized for 1920 x 1080 (Full HD).

50587711
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Analysis Computers

Analysis operations are best performed by computers with fast CPUs and sufficient RAM. Each
concurrent analysis uses two logical processors and a minimum 2 GB of RAM. For example, to

run eight concurrent analyses, a computer requires 16 logical processors and at least 16 GB of

RAM. Additional RAM and processors may be used as overhead by the operating system.

Storage Computers

The amount of storage space needed depends on several variables. To calculate the
approximate storage requirement forimages belonging to a plate, multiply the following:

e Number of wells

e Number ofimages perwell

e Number of filter cubes

e Number of time points

® |mage size (approximately 8 MB each)

e Pyramid storage factor (typically 1.5)

% Note: The number of images collected per well depends on the area of the well to be
covered. Using higher magnification requires more images to cover a significant area.

For example, for an experiment with a 96-well plate and 3 wavelengths collecting 2 images
per well with 4 time points, calculate:

96 x3x2x4x8x1.5=27,648

So, under these conditions, approximately 28 GB of storage is required per plate.

* Tip: The ImageXpress Pico Storage Calculator can help you estimate the amount of
storage space needed overtime. To use the Storage Calculator, log in to the Molecular
Devices Knowledge Base at mdc.custhelp.com, search for article number 20294, and
click ImageXpress Pico Storage Calculator.

50587711
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Chapter 2: Getting Started

Client Workstation

In a network configuration and a server configuration, you can set up computers and tablets as
client workstations to connect to the host computer. The client workstation can be any of the
following:
e A Windows, macOS, or Linux computer (desktop or laptop).
e AniPad or Android tablet with a screen size of at least 9 inches, optimized for iPad Retina
display at 1920 x 1080 (Full HD) or higher in full screen mode.

A client workstation uses a supported browser to display the CellReporterXpress user
interface. The following browsers are supported:

Operating System Browser

Microsoft Windows Google Chrome or Mozilla Firefox
Apple macOS Google Chrome or Apple Safari
Apple iOS Apple Safari

Google Android Google Chrome

Linux Google Chrome

Fora Windows computer using Google Chrome, you can install a shortcut that enables easy
access the CellReporterXpress software.

% Note: No installation steps are required for a client workstation on a tablet, a non-
Windows computers, or a computer without Google Chrome. Any client workstation can
connect to the host computer using a supported browser.

17
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Chapter 3: Pre-Installation Considerations

Before installing the CellReporterXpress software, review this section and plan accordingly.
The following topics in this section pertain to all configurations:

e Antivirus Software, see page 20

e User Accounts, see page 21

e File Encryption and Compression, see page 21

e Backups, see page 21

e Power Plan and Sleep Settings, see page 22

e Windows Updates and Security Patches, see page 28
e Decimal Separator, see page 30

e Storage Performance, see page 31

The following topics in this section pertain to server configurations only:

e Network Security, see page 31

e Network Storage Locations, see page 32
e Network Performance, see page 32

e Firewalls and Ports, see page 33

50587711 19
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Antivirus Software

% Note: If you purchased the optional workstation and monitor bundle, the antivirus
settings required for the CellReporterXpress software have been preset on the host
computer. However, if you connect the host computer to your organization’s domain, it
is possible that some settings may be overwritten and may need to be set again. In
addition, if you are using remote computers for analysis operations and storage
operations, you will also need to create these settings on those computers.

Antivirus software settings may need to be modified to prevent slowdown of the
CellReporterXpress software. Stringent antivirus settings can affect the rate of data orimage
transfer operations.

CAUTION! Molecular Devices is not responsible for viruses or security attacks on the
host computer. It is your responsibility to keep the antivirus software configuration
current to avoid security risks and virus threats to the host computer.

A service exclusion prevents antivirus software from scanning the execution process of a
service as well as the files the service accesses. If you are using Windows Defender, the
CellReporterXpress Installation Utility will attempt to add the required exclusions and settings
during installation.

% Note: It is possible that your network policy may prevent the CellReporterXpress
Installation Utility from adding the required exclusions and settings.

If you are not using Window Defender or if your network policy does not allow the
CellReporterXpress Installation Utility to modify exclusions, do the following:
e Create an exclusion for the following services in the
$Program Files%\Molecular Devices folder:
e MD.CoreService (MolDev.CoreService.exe)

MD.DataService (MolDev.DataService.exe)
MD.WebService (MolDev.WinHost .exe)
MD.AnalysisService (MolDev.AnalysisService.exe)

e MD.LocationService (MolDev.LocationService.exe)
e Create an exclusion for any paths used to store experiments.
e Enable auto updates for virus definitions to increase system security.
e Provide the ability to disable virus scanning for troubleshooting purposes.

20 50587711



Chapter 3: Pre-Installation Considerations

User Accounts

Installation
The CellReporterXpress Installation and Configuration Utility requires a Windows administrator
account.

If you purchased the optional workstation and monitor bundle, a Windows administrator
account has already been created on the host computer. The default Windows user name and
password is printed on a sticker on the top of the host computer.

/,\ CAUTION! We strongly recommend that you change the default Windows password.

Services

Each CellReporterXpress software service logs on as a local system service and requires read-
write-modify access.

Client workstations do not require any special privileges on the host computer.

User Accounts

The CellReporterXpress software uses the Windows user accounts on the host computer. If
you want to use LDAP authentication, integrate the services into Windows authentication of the
host computer.

* Tip: The CellReporterXpress software uses personal customization settings to enhance
the user experience by storing individual user preferences. We strongly recommend
that you create individual Windows user accounts on the host for each user.

File Encryption and Compression

Backups

50587711

To increase security, use block-level encryption (for example, Microsoft BitLocker). While any
type of encryption and compression can affect performance, block-level encryption will have
a lowerimpact on the CellReporterXpress software as compared to file-level encryption.

It is your responsibility to back up the files generated by the CellReporterXpress software. The
software can store data on the host computer, remote storage computers, and network drives.
We recommend that you back up the following:
e Onthe host computer and all registered storage computers, all files and folders in the
C:\ProgramData\Molecular Devices folder.
e Any otherlocal or networked folders that you have mapped for storage.

% Note: All registered computers and mapped folders are listed in the software on the
Data Storage page in Configuration mode. See the CellReporterXpress Help or the
CellReporterXpress User Guide for details.

21
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Power Plan and Sleep Settings

22

% Note: If you purchased the optional workstation and monitor bundle, the power plan
and sleep settings required for the CellReporterXpress software have been preset on
the host computer. However, if you connect the host computer to your organization’s
domain, it is possible that some settings may be overwritten and may need to be set
again. In addition, if you are using remote computers for analysis operations and storage

operations, you will also need to create these settings on those computers.

It is possible that computers running a CellReporterXpress software service may time out
during long experiments, particularly those that include time-series acquisitions. You can

minimize these errors by customizing the power plan and sleep settings for all computers
running a CellReporterXpress software service (that is, the host computer and any remote
storage and remote analysis computers in the configuration).

To customize the power plan and sleep settings for the CellReporterXpress software:

1. In Windows, right-click E Start, and select Power Options.
2. Inthe Power & Sleep window, click Additional power settings.

3. Selectthe High Performance option.

Choose or customize a power plan

how your computer uses power. Tell me more about power plans

Plans shown on the battery meter

() Balanced (recommended)

(@ High Performance

A power plan is a collection of hardware and system settings (like display brightness, sleep, etc.) that manages

Change plan settings

Automatically balances performance with energy consumption on capable hardware.

Change plan settings

4. Next to the High Performance option, click Change plan settings.

50587711
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In the Edit Plan Settings window, do the following:

Click the Turn off the display drop-down list box, and select Never. If the host
computer is a laptop computer, use the Plugged In setting.

Click the Put the computer to sleep drop-down list box, and select Never. If the host
computeris a laptop computer, use the Plugged In setting.

Change advanced power settings

Restore default settings for this plan

Change settings for the plan: High performance

Cheoose the sleep and display settings that you want your computer to use,

2 Turn off the display: Never o

W Putthe computerto sleep: | Never ~

Click Change advanced power settings.

In the Power Options window, on the Advanced Settings tab, in the Hard disk > Turn

computer, use the Plugged In setting.

off hard disk after > Setting field, enter Never. If the host computeris a laptop

35 Power Options ?

Advanced settings

Select the power plan that you want te customize, and

‘[g then choose settings that reflect how you want your
computer to manage power,

High performance [Active] ~

X

= Hard disk

= Turn off hard disk aft
Setting (Minut
Internet Explorer
Desktop background settings
Wireless Adapter Settings
Sleep
USE settings
PCl Express

Processor power management
1 Mienlae

Restore plan defaults

Cancel Soply

23
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e. Inthe Hard disk > Hibernate after > Setting field, enter Never. If the host computeris a

laptop computer, use the Plugged In setting.

3B Power Options ? X

Advanced settings

< Select the power plan that you want te customize, and
\@ then choose settings that reflect how you want your
computer to manage power.

High performance [Active] ~

Wireless Adapter Settings ~
= Sleep

Sleep after

Allow hybrid sleep

= Hibernate after
Setting (Minutes):
Allow wake timers
USE settings
PCl Express

Processor power management
Micnlase

1B EE

Restore plan defaults

Concel | | tonty

f. Inthe USB settings > USB selective suspend setting > Setting field, click the drop-
down list box and select Disabled. If the host computeris a laptop computer, use the

Plugged In setting.

3 Power Options ? X

Advanced settings

then choose settings that reflect how you want your

\[- i Select the power plan that you want to customize, and
computer to manage power.

High performance [Active] ~

Allow hybrid sleep ~
= Hibernate after
Setting: Mever
Allow wake timers
= USB settings
= USEB selective suspend setting

Disabled

PCl Express
Processor power management
Display
o Multimedia cattinne b
Restore plan defaults
Cancel oply
g. Click OK.

h. Click Save changes.

50587711
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6. Inthe Power Options window, on the left, click Choose what the power buttons do.

E Power Options

Contral Panel Home

Choose what the power

= v 4 3 » Control Panel » Hardware and Sound » Power Option

T

‘J\\.u‘

Choose or customize a power pliB
n,

A power plan is a collection of hardware a
how your computer uses power, Tell me mé
0y

buttons de
% FJEE%W&EMW%V)

7. Inthe System Settings window, under Shutdown settings, clear the Turn off fast startup

option.

8. Confirm that the Hibernate optionis cleared.

Shutdown settings
[[] Turn on fast startup (recommended)

Sleep

Show in Power menu.
[]Hibernate
Show in Power menu.

Lock

Show in account picture menu.

This helps start your PC faster after shutdown. Restart isn't affected. Learn More

9. Click Save changes.

10. Close the Power Options window.
11. Close the Settings window.

25
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12. If the host computer uses an Ethernet connection, do the following:

| Note: If the host computer does not use an Ethernet cable, skip this step.

a. Right-click E Start, and select Device Manager.

b. Under Network Adapters, double-click the Ethernet device.

c. Click the Power Management tab.

d. Deselect the Allow the computer to turn off this device to save power check box.

Note: If the power management properties for your Ethernet device do not
show these options, contact your IT professional for details on preventing the
computer from turning off your Ethernet device.

Ethernet Controller Properties X
General Advanced About Driver Details
Everts Resources Power Management

[jl Ethemet Controller

[ Allow the computer to tum off this device to save power
Allow this device to wake the computer

Only allow a magic packet to wake the computer

Cance

e. Click OK.
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13. If the host computer uses a wireless connection, do the following:

| Note: If the host computer does not use a wireless connection, skip this step.

a. Right-click E Start, and select Device Manager.
b. Under Network Adapters, double-click the wireless adapter.

c. Click the Power Management tab.

d. Deselect the Allow the computer to turn off this device to save power check box.

Intel(R) Dual Band Wireless-AC 8260 Properties

Advanced
Resources

General Driver

Events
["jl Intel{R) Dual Band Wireless-AC 8260
[ Mllow the computerto tum off this device to save power

Allow this device to wake the computer

Only allow a magic packet to wake the computer

Details

Power Management

Cancel

*

e. Click OK.
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CAUTION! We recommend that you apply Windows security patches as they become

available.

Forany computer running a CellReporterXpress software service, disable automated Windows
updates to prevent interrupting the CellReporterXpress software or restarting the computer at
an inconvenient time. Instead, configure Windows to automatically download updates and
patches, but not apply them; you can apply them manually at a time when users will not be

affected.

Note: When a Windows update or security patch has been applied, confirm that the
network configuration (firewall settings, antivirus exceptions, and so on) has not been

changed.

To configure automatic Windows updates for the CellReporterXpress software:

1. In Windows, right-click E Start, and select Run.

2. Entergpedit.msc.

3. Inthe left pane of the Local Group Policy Editor window, under Computer Configuration,
double-click Administrative Templates.
4. Double-click Windows Components.

o

Double-click Windows Update.

6. Inthe right pane, double-click Configure Automatic Updates.

File Action View Help
e nE= BT

1=/ Local Computer Policy
&I Computer Configuration
| Software Settings
“| Windows Settings
~ (7] Administrative Templates
7| Control Panel
| Network
7| Printers
7 Server
| Start Menu and Taskbar
7 System
v (] Windows Components
7| ActiveX Installer Service
7| Add features to Windows 10
“| App Package Deployment
“| App Privacy
| App runtime

it o
| Windows PowerShell
| Windows Reliability Analysis
“I Windows Remote Management (W
o= doves-Remate Shell

| Windows Update

GIRFOTAETS

12 All Settings
v % User Canfiguration
7| Software Settings
“| Windows Settings
“I Administrative Templates
< >

| Windows Update
Configure Automatic Updates

Edit policy setting

Requirements:
Windows XP Professional Service
Pack 1 or At least Windows 2000
Senvice Pack 3

Description:
Specifies whether this computer
will receive security updates and
other important downloads
through the Windows automatic
updating service.

Note: This policy does not apply
to Windows R,

This setting lets you specify
whether automatic updates are
enabled on this computer. If the
service is enabled, you must select
one of the four options in the
Group Policy Setting

2= Notify before
downloading and installing any
updates.

When Windows finds updates
that apply to this computer, users
will be notified that updates are
ready to be downlozded. After
going to Windows Update, users
<an download and install any

32 setting(s)

Setting
I Windows Update for Business
] Do not display ‘Install Updates and Shut Down’ option in Sh.

urn off auto-restart for updates during active hours.

pecify active hours range for auto-restarts.

llows updates to be downloaded automatically over metere.
Iways automatically restart at the scheduled time

pecify deadline before auto-restart for update installation
onfigure auto-restart reminder notifications for updates
urn off auto-restart notifications for update installations
onfigure auto-restart required notification for updates
onfigure Automatic Updates

pecify deadlines for automatic updates and restarts

pecify intranet Microsoft update service location

utomatic Updates detection frequency

0 not allow update deferral policies to cause scans against
emove accessto use all Windows Update features

0 not connect to any Windows Update Internet locations

llow
pecify Engaged restart transition and notification schedule
@ natinclude drivers with Windows Updates

urn on Software Notifications

llow Automatic Updates immediate installation

urn on recommended updates via Automatic Updates

e-prompt for restart with scheduled installations

elay Restart for scheduled installations
1 Reschedule Automatic Updates scheduled installations

o not adjust default option to 'Install Updates and Shut Do...
nabling Windows Update Power Management to automati...

o auto-restart with logged on users for scheduled automat..

State

Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Enabled
Not configured
Enabled
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured

Comment

No
No
No
No
No
No
No
No
No
No
No
[
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
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7. Inthe Configure Automatic Updates dialog, select the Enabled option.
8. Under Options, in the Configure Automatic Updating drop-down list box, select 3 - Auto
download and notify for install.

A Configure Automatic Updates

E‘ Configure Automatic Updates

Previous Setting Next Setting

(O Not Configured Comment:
(® Enabled

() Disabled

Supperted eni [\indows XP Professional Service Pack 1 or At least Windows 2000 Service Pack 3

Options:

Help:

Configure autematic updating:
3 - Auto download and notify for install ~

The following settings are only required and
applicable if 4 is selected.

[ Install during autematic maintenance
Scheduled install day:

0 - Every day &4
Scheduled install time: | 03:00 ~

If you have selected “4 - Auto download and
schedule the install” for your scheduled install day
and specified a schedule, you alse have the opticn
to limit updating to a weekly, bi-weekly or monthly
occurrence, using the options below:

< >

Specifies whether this computer will receive security updates and
other important downloads through the Windows automatic
updating service,

Mote: This policy does not apply to Windows RT.
This setting lets you specify whether automatic updates are
enabled on this computer, If the service is enabled, you must
select one of the four options in the Group Pelicy Setting:
2 = Notify before downloading and installing any updates,
‘When Windows finds updates that apply to this computer,
users will be notified that updates are ready to be downloaded.
After going to Windows Update, users can downlead and install

any available updates,

3 = (Default setting) Download the updates automatically
and notify when they are ready to be installed

Windows finds updates that apply to the computer and

9. Click OK.

>
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Decimal Separator
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% Note: If you purchased the optional workstation and monitor bundle, the decimal
separator settings required for the CellReporterXpress software have been preset on
the host computer. However, if you connect the host computer to your organization’s
domain, it is possible that some settings may be overwritten and may need to be set
again. In addition, if you are using remote computers for analysis operations and storage
operations, you will also need to create these settings on those computers.

The CellReporterXpress software requires that the Region settings use a period as the decimal
separator. Many European countries use a comma as a decimal separator. If the Region
settings on the computers in your configuration use something other than a period as the
decimal separator, you must change the setting accordingly.

To set the decimal separator for the CellReporterXpress software:

o0~ WN

(period).

In Windows, right-click E Start, and select Settings.
Click Time & Language.
Under Related Settings, click Additional Date, time, & regional settings.

Under Region, click Change date, time, or number formats.

In the Region window, click Additional settings.

In the Customize Format window, click the Decimal symbol drop-down list box, and select.

7. Change any other settings as needed. For example, you may want to change the value in
the Digit grouping symbol field so it will not be confused with the decimal separator.

¥ Customize Format
Numbers Currency Time  Date

Example

Decimal symbol:

Mo. of digits after decimalk:
Digit grouping symbal:
Digit grouping:

Megative sign symbaol:
Negative number format:
Display leading zeros:

List separator:
Measuremnent system:
Standard digits:

Use native digits:

numbers, currency, time, and date,

Positive: | 123,456,789.00 Negative: | -123,456,789.00

2

123,456,789

=11

0.7

US.

0123456789

MNever

Click Reset to restore the system default settings for

Cancel

Reset

Apply

X

8. Click OK.

9. Click the Administrative tab.
10. Inthe Welcome screen and new user accounts section, click Copy settings.
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11. Select the Welcome screen and system accounts check box.

¥ Welcome screen and new user accounts settings X

The settings for the current user, welcome screen (system accounts) and new
user accounts are displayed below.

Current user

Display language: English (United States)
Input language: English (United States) - US
Format: English (United States)
Location: United States

Welcome screen

Display language: English {United States)
Input language: English {United States) - US
Format: English {United States)
Location: United States

MNew user accounts

Display language: English (United States)
Input language: English (United States) - US
Format: English (United States)
Location: United States

Copy your current settings to:
] Welcome screen and system accounts
[[] New user accounts

The new user accounts display language is currently inherited from the

welcome screen display language.

12. Click OK.
13. Click OK.

Storage Performance

We recommend that the internal drive on any computer used for storage operations have a
minimum SATA lll interface. External drives must use a USB 3 interface.

Network Security

The CellReporterXpress software uses HTTP for communication. It is important to note that
these HTTP connections are not secured or encrypted. You may want to avoid using insecure
protocols (such as HTTP) outside of your organization’s secured network.
When configuring installations that might be exposed to outside parties, consider securing
your CellReporterXpress communications. Some examples of how you can do this include the
following:

e |nstalling the CellReporterXpress software with a security certificate. See Installing a Host

Computer with a Security Certificate on page 49 for details.
e Using an HTTPS proxy server, which uses SSL/TLS to encrypt communications.

% Note: Molecular Devices does not provide engineering, installation, or management
support for installations on a secured proxy server.
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Network Storage Locations

You can set up network drives for storage of images and experiment data. See Configuring the
Location Service to Use a Network Drive for Storage on page 82 for details.

Network Performance

To ensure optimal data transfer, we highly recommend using a reliable, sustainable, and
dedicated network connection of at least 1 Gb/s. Unreliable, non-dedicated networks and
communication through firewalls may degrade data transfer performance. Wireless
connections can be used for remote client access.

In addition, the following conditions must be met:

e All computers in the configuration should use gigabit-capable switches, routers, and
category 6 cabling.

e The CellReporterXpress software supports both remote and direct Ethernet connections
between the host computer and the instrument. If you experience issues using a remote
connection (perhaps due to firewall or network issues), we recommend using a direct
Ethernet connection.

® |n a standalone configuration, where the instrument is directly connected to the host
computer, you may also want to connect the host computer to your network. In this case,
connect the host computer to the network using a second Ethernet port, a wireless
connection, or a USB-to-Ethernet adapter. Do not use a wireless connection or a USB-to-
Ethernet adapterto connect the host computer to the instrument.

e The host computer and all remote computers used for analysis operations or storage
operations must use static IP addresses. If you use connections by computer name, verify
that you can ping each computer in the configuration from the host computer. If you use
Dynamic Host Configuration Protocol (DHCP) and the IP address of a computer changes
after restarting, the components used on that computer may require reassignment for the
CellReporterXpress software to work properly.

CAUTION! We recommend that you do not change the computer name or IP
address of the host computer or any remote computers used for analysis
operations or storage operations after establishing connections. Any change in the
host computer configuration (for example, switching network connections or
connecting to a different network) can interrupt normal system operation. In these
cases, a computer reboot is usually required for a computer system to adapt to new
network settings. Similarly, client workstations may need to be reconfigured to
locate the host computer.

e Computers and tablets that connect to the host computer must use routable IP addresses
and DNS resolvable name paths.

e Ina server configuration using remote computers for analysis operations or storage
operations, all firewalls and routers must allow data transfer between all applicable
computers using the default ports.

/,\ CAUTION! If firewalls block the default ports, system communication can fail.
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Firewalls and Ports

The network connections between the host computer, instrument, remote clients, and external
computers require that all firewalls and routers be configured to allow data transfer between all
applicable ports.

Note:

% e |f any of the ports described in this section are already in use by other software,
contact Molecular Devices for details on changing the ports used by the
CellReporterXpress software.

e During a Client Workstation installation, a Windows Security Alert may appear noting
that "Windows Firewall has blocked some features of this app". In that case, allow
access on private networks and domain networks.

The section describes the default ports used by the CellReporterXpress software in the
following system configurations:

e Standalone Configuration or Network Configuration, see below

e Server Configuration with Remote Analysis Only, see page 34

e Server Configuration with Remote Storage Only, see page 35

e Server Configuration with Remote Analysis and Remote Storage, see page 36

Standalone Configuration or Network Configuration

In a standalone configuration, all CellReporterXpress software services (specifically
MD.CoreService, MD.DataService, MD.WebService, MD.LocationService, and
MD.AnalysisService) run on the host computer, which performs all analysis and data storage

operations.
Computer Port Direction Purpose
Host TCP 80 Inbound Communication with the host computer.
C t
omputer TCP 443 Inbound Communication with the host computer
(with a security certificate).
UDP 3702 Inbound and Auto detection of the instrument.
Outbound
UDP 5353 Inbound
TCP 8091 Outbound Communication with the instrument. If the
TCP 9090 instrument is behind a firewall, these ports
should be forwarded to the instrument IP
address.

Note: The port used forinbound communication with the host computer is configurable
during installation. If the default port is not available, a different port can be used.
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Server Configuration with Remote Analysis Only

In a server configuration with remote analysis only, the host computer runs all core
CellReporterXpress software services (specifically MD.CoreService, MD.DataService,
MD.WebService) along with MD.LocationService. One or more remote analysis computers run

MD.AnalysisService.
Computer Port Direction Purpose
Host TCP 80 Inbound Communication with the host computer
Computer (without a security certificate).
TCP 443 Inbound Communication with the host computer
(with a security certificate).
UDP 3702 Inbound and Auto detection of the instrument.
Outbound
UDP 5353 Inbound
TCP 8091 Outbound Communication with the instrument. If the
TCP 9090 instrument is behind a firewall, these ports
should be forwarded to the instrument IP
address.
TCP 12323 Inbound Communication with the remote analysis
TCP 12325 Outbound computer.
Remote Analysis | TCP 12323 Outbound Communication with the host computer.
Computer(s) TCP 12325 Inbound

Note: The port used forinbound communication with the host computer is configurable
during installation. If the default port is not available, a different port can be used.

34
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Server Configuration with Remote Storage Only

In a server configuration with remote storage only, the host computer runs all core

CellReporterXpress software services (specifically MD.CoreService, MD.DataService,
MD.WebService) along with MD.AnalysisService. One or more remote storage computers run
MD.LocationService.

Computer Port Direction Purpose
Host TCP 80 Inbound Communication with the host computer
Computer (without a security certificate).
TCP 443 Inbound Communication with the host computer
(with a security certificate).
UDP 3702 Inbound and Auto detection of the instrument.
Outbound
UDP 5353 Inbound
TCP 8091 Outbound Communication with the instrument. If the
TCP 9090 instrument is behind a firewall, these ports
should be forwarded to the instrument IP
address.
TCP 12323 Inbound Communication with the remote storage
ter.
TCP 12324 Outbound computer
Remote Storage | TCP 12323 Outbound Communication with the host computer.
Computer(s) TCP 12324 Inbound

Note: The port used forinbound communication with the host computer is configurable
during installation. If the default port is not available, a different port can be used.

50587711
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Server Configuration with Remote Analysis and Remote Storage

In a server configuration with both remote storage and remote analysis, the host computer runs
all core CellReporterXpress software services (specifically MD.CoreService, MD.DataService,
MD.WebService). One or more remote analysis computers run MD.AnalysisService and one or
more remote storage computers run MD.LocationService.

Computer Port Direction Purpose
Host TCP 80 Inbound Communication with the host computer
Computer (without a security certificate).

TCP 443 Inbound Communication with the host computer

(with a security certificate).

UDP 3702 Inbound and Auto detection of the instrument.
Outbound

UDP 5353 Inbound

TCP 8091 Outbound Communication with the instrument. If the

TCP 9090 instrument is behind a firewall, these ports
should be forwarded to the instrument IP
address.

TCP 12323 Inbound Communication with the remote storage

computer and the remote analysis computer.

TCP 12324 Outbound Communication with the remote storage
computer.
TCP 12325 Outbound Communication with the remote analysis
computer.
Remote Analysis | TCP 12323 Outbound Communication with the host computer.
Computer(s) TCP 12325 Inbound
Remote Storage | TCP 12323 Outbound
Computer(s) TCP 12324 Inbound

Note: The port used forinbound communication with the host computer is configurable
during installation. If the default port is not available, a different port can be used.

36 50587711



Chapter 4: Installing the CellReporterXpress Software

This section describes how to use the CellReporterXpress Installation Utility to install the
CellReporterXpress software.

% Note: If you purchased the optional workstation and monitor bundle, the
CellReporterXpress software is pre-installed on the host computer. If you are using
remote computers for analysis operations and storage operations, you will need to
install the software on those computers. You may also want to set up workstation
clients.

The following symbols are used throughout the CellReporterXpress Installation Utility to
indicate the status of each step:

Symbol Description

The latest available version of the component is installed, or the prerequisite or
requirement has been met.

v

)( The component is not installed, or the prerequisite or requirement has not been met.

The component or prerequisite is optional. For example, an earlier version of the
Y component or prerequisite might exist on the computer, and updating to the latest version
is optional.

The component or prerequisite is not required or not applicable with your system or
software configuration.

50587711 37



CellReporterXpress Image Acquisition and Analysis Software Installation Guide

Before You Begin
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Before installing the CellReporterXpress software, confirm that the following is true:
e The host computer hardware (if you are providing your own) meets or exceeds the

minimum requirements. See System Requirements on page 15.

You have reviewed the pre-installation considerations and have set up the host computer
and all remote computers accordingly. See Pre-Installation Considerations on page 19 for
details about required settings.

Note that your organization's group policy may prevent you from creating the setting
described in this guide, and this may cause issues with the software.

If you purchased the optional workstation and monitor bundle, the host computer has been
set up to optimize the software, including antivirus settings, firewall settings, and power
settings. However, if you connect the host computer to your organization’s domain, it is
possible that some settings may be overwritten, and this may cause issues with the
software.

In these situations, contact your IT professional to determine how to best set up your
computers for the software.

You are logged in to the computer with a Windows administrator account.

If you purchased the optional workstation and monitor bundle, the default Windows user
name and password is printed on a sticker on the top of the host computer. Note that the
default password may have been changed.

The host computer can connect to the instrument either through the local network or
through a direct Ethernet connection.

To confirm, ping the instrument using the prefix "IXP-" followed by the serial number. The
serial number is located on the back panel of the instrument. Use dashes between the
groups of numbers in the serial number. For example, if the serial number of an instrument
is 12 345-6789, enter the following command to ping the instrument:

ping IXP-12-345-6789

Google Chrome is installed on the host computer.

If you purchased the optional workstation and monitor bundle, Chrome is pre-installed on
the host computer.

If you are providing your own host computer and Chrome is not installed, go to
www.google.com/chrome to download and install Chrome.
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Downloading the Installation Utility
You can download the CellReporterXpress Installation and Configuration Utility from the
Molecular Devices Knowledge Base.
To download the CellReporterXpress Installation Utility:

1. Inabrowser, log into the Molecular Devices Knowledge Base at mdc.custhelp.com, and
search for article number 20294.

% Note: If you do not have a Knowledge Base account, click Create Account and
follow the on-screen instructions.

2. Under Downloads, click CellReporterXpress.

3. Ifyouare upgrading from a previous version of the software and a firmware update is
required, click Firmware Update and follow the on-screen instructions to update the
firmware.

Note: A firmware update is typically required when you upgrade from an earlier
version of the CellReporterXpress software.

Click the CellReporterXpress link for the current release.

Click Download.

After the download completes, navigate to your Downloads folder (if needed).
Right-click the CellReporterXpress ZIP file (CRX 2.7.xxx.zip) and select Extract All.
Click Extract.

0 N O
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Installing the Software

The CellReporterXpress software can be installed in different configurations. See System
Configurations on page 11 for details. Depending on your configuration, install the required
software as follows:

Configuration Installation Steps

Standalone ® |nstalling a Host Computer without a Security Certificate, see page 41
or
Installing a Host Computer with a Security Certificate, see page 49

Network ® |nstalling a Host Computer without a Security Certificate, see page 41
or
Installing a Host Computer with a Security Certificate, see page 49

® |nstalling a Client Workstation, see page 66

Server ® |nstalling a Host Computer without a Security Certificate, see page 41
with Remote Storage or
Installing a Host Computer with a Security Certificate, see page 49
® |nstalling a Remote Storage Computer, see page 62
® |nstalling a Client Workstation, see page 66

Server ® |nstalling a Host Computer without a Security Certificate, see page 41
with Remote Analysis or
Installing a Host Computer with a Security Certificate, see page 49
® |nstalling a Remote Analysis Computer, see page 58
® |nstalling a Client Workstation, see page 66

Server ® |nstalling a Host Computer without a Security Certificate, see page 41
with Remote Storage or
and Remote Analysis Installing a Host Computer with a Security Certificate, see page 49

® |nstalling a Remote Analysis Computer, see page 58
® |nstalling a Remote Storage Computer, see page 62

® |nstalling a Client Workstation, see page 66
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Installing a Host Computer without a Security Certificate

Note: If you purchased the optional workstation and monitor bundle, the
CellReporterXpress software is pre-installed on the host computer.

The host computer runs the core CellReporterXpress software services (MD.CoreService,
MD.DataService, and MD.WebService), along with the services for analysis operations
(MD.AnalysisService) and storage operations (MD.LocationService). It communicates with the
instrument, remote analysis computers, remote storage computers, and client workstations.

Note: Your organization may require you to secure all data transfers with encryption. In
this case, see Installing a Host Computer with a Security Certificate on page 49 for
details oninstalling a CellReporterXpress host computer with a security certificate.

To install a host computer without a security certificate:
1. Browse to the location of the CellReporterXpress Installation Utility folder that you
downloaded earlier.
2. Double-click the CRX 2.7.xxx.zip folder.

3. Right-click setup.exe and select Run as administrator to start the CellReporterXpress
Installation Utility.

m CellReporterXpress® Installation Utility x
Welcome to CellReporterXpress ® M

Choose an Installation Option

(®) Host Computer
() Remote Analysis / Storage

() Client Workstation

| Display End-User License Agreement.., ‘

Sy BO e =, [N | accept the End-User License Agreement

Select the Host Computer option.

Click Display End-User License Agreement.

Review the license agreement.

If you accept the license agreement, do the following:

a. Selectthe |l acceptthe End-User License Agreement check box.
b. Click Continue.

N o oA

=| Note:If youdo notacceptthe license agreement, you cannot install the software.
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The Home page summarizes the CellReporterXpress installation steps.

5‘! CellReporterXpress® Installation Utility X
-l ]
Home 3
This utility guides you through the steps below.
Click "Next" to get started.
Click "Details” to go directly to the page for a particular step.
Verify and Install Software Prerequisites
Verify Hardware Key Operation

Verify the License File

B X X %

Install CellReporterXpress® Software

ﬂt Previous Mext Exit

8. Click Next to continue to the next page of the CellReporterXpress Installation Utility.

% Note: You can also navigate to a specific installation step by clicking Details for that
step.
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The CellReporterXpress host computer requires that the following software be installed:

e Microsoft NET Framework 4.6.2 or later

e One of the following:
e Microsoft Visual C++ 2015 Runtime (x64)
e Microsoft Visual C++ 2017 Runtime (x64)
e Microsoft Visual C++ 2019 Runtime (x64)

e Google Chrome

Note:

% e NET Framework 4.6.2 or later is installed with all recent versions of Windows 10.
To check which version of .NET Framework is installed, go to
docs.microsoft.com/en-us/dotnet/framework/migration-guide/how-to-
determine-which-versions-are-installed.

e The CellReporterXpress Installation Utility does not install Google Chrome. If
Chrome is not installed, go to www.google.com/chrome/browser to download
and install Chrome before continuing to install the CellReporterXpress software.

5.-2 CellReporterfpress® Installation Utility *
-l ]
Verify CellReporterXpress® Prerequisites: E"

v Net Framework 4.6.2 or Greater

% Microsoft Visual C++ 2015-2019 Runtime (x64) - Required for Host

Computer and Remote Analysis only

Install All Required ltems

| ﬁ | | Previous | | Next |

9. Forany prerequisite that is not met (indicated by a red #< symbol next to the item), do the
following:
a. Click Install to install specific prerequisites.
b. Follow the on-screen instructions to install the prerequisite.
10. When all prerequisites are installed (indicated by a green ¥ symbol next to each item),
click Next to continue to the next page of the CellReporterXpress Installation Utility.

43


https://docs.microsoft.com/en-us/dotnet/framework/migration-guide/how-to-determine-which-versions-are-installed
https://docs.microsoft.com/en-us/dotnet/framework/migration-guide/how-to-determine-which-versions-are-installed
https://www.google.com/chrome/

CellReporterXpress Image Acquisition and Analysis Software Installation Guide

44

11. Remove the hardware key from its case and insert it in a USB port on the host computer.
12. Ifthe SafeNet Sentinel software is not installed (indicated by a red #< symbol next to the
item), do the following:

a. Ifneeded, onthe Verify the Hardware Key page, next to SafeNet Sentinel System
Driver, click Install.

b. Follow the on-screen instructions to install the driver.

c. Afterthe driverisinstalled, click Refresh All.

E.-E CellReporterXpress® Installation Utility X
. - ]

Verify the Hardware Key: g 3
¥ SafeNet Sentinel System Driver
.\ SafeNet Sentinel Protection Server

¥ Hardware key(s) available: | ~
The application is configured to use a local key.

¥ Hardware key is active

\ Refresh All

| ﬁ} | | Previous | | Mext |

13. When all items are verified (indicated by a green + symbol next to each item), click Next
to continue to the next page of the CellReporterXpress Installation Utility.
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14. Onthe Install and Verify the CellReporterXpress License File page, do one of the
following:
e |f you have alicense file, click Install a License File and browse to the location of your

license file.
If you do not have a license file and you are connected to the Internet, click Download
and Install a License File, then enter the registered email address and click OK.

% Note: You must use the email address registered with Molecular Devices. You
can find the registered email on the welcome letter inside the hardware key
case. If you do not know the registered email address, contact Molecular
Devices Technical Support. See Obtaining Support on page 7 for details.

If you do not have a license file and you are not connected to the Internet, use another
computer that has an Internet connection to obtain a license file from the
CellReporterXpress License Download page:
www.meta.moleculardevices.com/software/crx/authorize

On the CellReporterXpress License Download page, enter your System ID and the
registered email address and click Download. Save the file, and transfer it to the
computer where you are installing the software. Then, on the Install and Verify the
CellReporterXpress License File page, click Install a License File and browse to the
location of the license file.

E.-E CellReporterpress® Installation Utility *

-l ]
Install and Verify the CellReporterXpress® License File: E"l

Hardware key System ID is valid

License file exists

License file format is valid

License file System ID matches hardware key System 1D
License file has not expired

License file enables CellReporterXpress @

b A G - S D S

License file meets the minimum required version

‘ Install a License File..

‘ Download and Install a License File...

| ﬁ | | Previous | | Next

15. When all items are verified (indicated by a green ¥ symbol next to each item), click Next

to continue to the next page of the CellReporterXpress Installation Utility.
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16.

17.

18.

19.

On the Install CellReporterXpress Software page, next to CellReporterXpress: Host

Computer, click Install.

!'-E CellReporterXpress® Installation Utility

Install CellReporterXpress® Software:

/A CellReporterXpress® : Host Computer

Available Version: 2.7.xxx - Installed Version: Not Installed

Check For CellReporterXpress® Updates

| ﬁ | | Previous | | Next |

Install

If the following prompt appears, click Yes.

Setup

An alder version of CellReporterXpress is already
installed.

If you continue, that version will be uninstalled. Do you want
to continue?

Yes No

On the Choose to Include Security Certificate page, select the No security certificate

option.

;'.E Setup - CellReporteripress ® —

Select whether you want indude a security certificate in your installation. Then dick
Mext to continue.

Incude a security certificate if your organization requires you to secure all data

transfers with encryption. You will need to contact your IT department for
a security certificate.

(® Mo security certificate
O Import new security certificate

X

~
Choose to Include Security Certificate é"?
(L

Click Next.
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20. Onthe Specify Port Number page, enter the port number to be used by the software for
communication with remote clients. The default port is 80.

21.
22.

Chapter 4: Installing the CellReporterXpress Software

% Note: If the default port is not available, enter 8080 or any port above 1000. You
may want to contact your IT professional to determine the best port number.

{iz Setup - CellReporterpress & —

Specify the port number to be used by the software. Then dick Next to continue.
The default port number for the application is 80. If this port is not available for use by
the software, try 8080 or any port above 1000,

Port number

80

X
; @9
Specify Port Number
14
QEO

Click Next.

On the Specify Host Computer page, in the Application URL field, optionally replace the
word localhost with the computer name or the IP address of the host computer along

with the port number used by the host computer. For example, if the host computer name

is CellReporterXpress and the IP address is 192.168.1.1 and the port used is 80, the field

should contain one of the following:
® http://localhost:80
® http://CellReporterXpress:80
® http://192.168.1.1:80

{iz Setup - CellReporterXpress® —

Specify the host computer IP address or name along with the host computer port
number. Then dick Next to add the shortcut on your desktop.

Application URL
‘http:fflgl. 168.1.1:80

x
Specify Host Computer OA“
pecify pi @H.
=

23. Click Next.
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24. Onthe Ready to Install page, click Install.

m Setup - CellReporterspress & —

X

~
Ready to Install G ,'
Setup is now ready to begin instaling CellReporterXpress® on your computer, g 3

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Setup type:
Host Computer

Security certificate: No
Application URL: https:/{192. 168.1. 1:80

‘You may want to record this port number. You will use the port to connect
Client Workstations to the Host Computer.

< Back ] Instal ; Cancel

* Tip: You may want to record the Application URL, which you will use if you are
connecting client workstations to the host computer.

25. Wheninstallation completes, select the Yes, restart the computer now option.

% Note: You must restart the computer to complete installation of the
CellReporterXpress software. If you do not restart the computer, the software may
not run properly.

26. Click Finish.

% Note: If you selected the Yes, restart the computer now option, the computer
restarts immediately.

27. Onthe Install CellReporterXpress Software page, click Next.
28. Onthe Installation Summary page, click Exit.

Afteryou install a host computer, you must do the following:

e Clearthe browser cache.
e Loginto the software.
e Registeraninstrument.

See Other Installation Tasks on page 69 for details.
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Installing a Host Computer with a Security Certificate

Note: If you purchased the optional workstation and monitor bundle, the
CellReporterXpress software is pre-installed on the host computer.

The host computer runs the core CellReporterXpress software services (MD.CoreService,
MD.DataService, and MD.WebService), along with the services for analysis operations
(MD.AnalysisService) and storage operations (MD.LocationService). The host computer
communicates with the instrument, remote analysis computers, remote storage computers,
and client workstations.

If your organization requires you to secure all data transfers with encryption, you can install the
CellReporterXpress host computer with a security certificate. You will need to contact your
IT professional for a security certificate file, which is a PFX file.

Note: If your organization does not require you to secure all data transfers with
encryption, see Installing a Host Computer without a Security Certificate on page 41.

To install a host computer with a security certificate:
1. Browse to the location of the CellReporterXpress Installation Utility folder that you
downloaded earlier.
2. Double-click the CRX 2.7.xxx.zip folder.

3. Right-click setup.exe and select Run as administrator to start the CellReporterXpress
Installation Utility.

m CellReporterXpress® Installation Utility x
Welcome to CellReporterXpress ® M

Choose an Installation Option

(®) Host Computer

) Remoate Analysis / Storage

) Client Workstation

Display End-User License Agreement.., ‘

C ight € 2020 Molecular D LLC
DY) Seaianaevices, | accept the End-User License Agreement

Select the Host Computer option.

Click Display End-User License Agreement.

Review the license agreement.

If you accept the license agreement, do the following:

a. Selectthe |l acceptthe End-User License Agreement check box.
b. Click Continue.

N o oA

=| Note:If youdo notacceptthe license agreement, you cannot install the software.
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The Home page summarizes the CellReporterXpress installation steps.

5‘! CellReporterXpress® Installation Utility X
-l ]
Home 3
This utility guides you through the steps below.
Click "Next" to get started.
Click "Details” to go directly to the page for a particular step.
Verify and Install Software Prerequisites
Verify Hardware Key Operation

Verify the License File

B X X %

Install CellReporterXpress® Software

ﬂt Previous Mext Exit

8. Click Next to continue to the next page of the CellReporterXpress Installation Utility.

% Note: You can also navigate to a specific installation step by clicking Details for that
step.
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The CellReporterXpress host computer requires that the following software be installed:

e Microsoft NET Framework 4.6.2 or later

e One of the following:
e Microsoft Visual C++ 2015 Runtime (x64)
e Microsoft Visual C++ 2017 Runtime (x64)
e Microsoft Visual C++ 2019 Runtime (x64)

e Google Chrome

Note:

% e NET Framework 4.6.2 or later is installed with all recent versions of Windows 10.
To check which version of .NET Framework is installed, go to
docs.microsoft.com/en-us/dotnet/framework/migration-guide/how-to-
determine-which-versions-are-installed.

e The CellReporterXpress Installation Utility does not install Google Chrome. If
Chrome is not installed, go to www.google.com/chrome/browser to download
and install Chrome before continuing to install the CellReporterXpress software.

5.-2 CellReporterfpress® Installation Utility *
-l ]
Verify CellReporterXpress® Prerequisites: E"

v Net Framework 4.6.2 or Greater

% Microsoft Visual C++ 2015-2019 Runtime (x64) - Required for Host

Computer and Remote Analysis only

Install All Required ltems

| ﬁ | | Previous | | Next |

9. Forany prerequisite that is not met (indicated by a red #< symbol next to the item), do the
following:
a. Click Install to install specific prerequisites.
b. Follow the on-screen instructions to install the prerequisite.
10. When all prerequisites are installed (indicated by a green ¥ symbol next to each item),
click Next to continue to the next page of the CellReporterXpress Installation Utility.
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11. Remove the hardware key from its case and insert it in a USB port on the host computer.
12. Ifthe SafeNet Sentinel software is not installed (indicated by a red #< symbol next to the
item), do the following:

a. Ifneeded, onthe Verify the Hardware Key page, next to SafeNet Sentinel System
Driver, click Install.

b. Follow the on-screen instructions to install the driver.

c. Afterthe driverisinstalled, click Refresh All.

E.-E CellReporterXpress® Installation Utility X
. - ]

Verify the Hardware Key: g 3
¥ SafeNet Sentinel System Driver
.\ SafeNet Sentinel Protection Server

¥ Hardware key(s) available: | ~
The application is configured to use a local key.

¥ Hardware key is active

\ Refresh All

| ﬁ} | | Previous | | Mext |

13. When all items are verified (indicated by a green + symbol next to each item), click Next
to continue to the next page of the CellReporterXpress Installation Utility.

50587711



50587711

Chapter 4: Installing the CellReporterXpress Software

14. Onthe Install and Verify the CellReporterXpress License File page, do one of the
following:
e |f you have alicense file, click Install a License File and browse to the location of your

license file.
If you do not have a license file and you are connected to the Internet, click Download
and Install a License File, then enter the registered email address and click OK.

% Note: You must use the email address registered with Molecular Devices. You
can find the registered email on the welcome letter inside the hardware key
case. If you do not know the registered email address, contact Molecular
Devices Technical Support. See Obtaining Support on page 7 for details.

If you do not have a license file and you are not connected to the Internet, use another
computer that has an Internet connection to obtain a license file from the
CellReporterXpress License Download page:
www.meta.moleculardevices.com/software/crx/authorize

On the CellReporterXpress License Download page, enter your System ID and the
registered email address and click Download. Save the file, and transfer it to the
computer where you are installing the software. Then, on the Install and Verify the
CellReporterXpress License File page, click Install a License File and browse to the
location of the license file.

E.-E CellReporterpress® Installation Utility *

-l ]
Install and Verify the CellReporterXpress® License File: E"l

Hardware key System ID is valid

License file exists

License file format is valid

License file System ID matches hardware key System 1D
License file has not expired

License file enables CellReporterXpress @

b A G - S D S

License file meets the minimum required version

‘ Install a License File..

‘ Download and Install a License File...

| ﬁ | | Previous | | Next

15. When all items are verified (indicated by a green ¥ symbol next to each item), click Next

to continue to the next page of the CellReporterXpress Installation Utility.
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16. Onthe Install CellReporterXpress Software page, next to CellReporterXpress: Host
Computer, click Install.

!'-E CellReporterXpress® Installation Utility

X
-l ]
Install CellReporterXpress® Software: E';

/A CellReporterXpress® : Host Computer

Install

Available Version: 2.7.xxx - Installed Version: Not Installed

Check For CellReporterXpress® Updates

| ﬁ | | Previous | | Next |

17. If the following prompt appears, click Yes.

Setup

An alder version of CellReporterXpress is already
installed.

If you continue, that version will be uninstalled. Do you want
to continue?

Yes No

18. On the Choose to Include Security Certificate page, do one of the following:

a. Ifyou are installing with this security certificate for the first time, select the Import new
security certificate option.

b. If you are updating an existing security certificate, select the Use existing security
certificate option.

!ﬁ Setup - CellReporterXpress®

x
.,
Choose to Include Security Certificate é."g
Select whether you want indude a security certificate in your installation. Then didk
Next to continue.

Indude a security certificate if your organization requires you to secure all data

transfers with encryption. You wil need to contact your IT department for
a security certificate.

() No security certificate
@ Import new security certificate
() Use existing security certificate

19. Click Next.
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20. Onthe first Certificate Information page, browse to the location of the security certificate
(PEX file) that you received from your IT professional.

T Setup - CellReporterXpress® - X
@9
Certificate Information
Where is certificate file? g 3
Please specify the location of certificate file
Location of certificate file:
‘C:VJsers\Dawn\oads\cerﬁﬁcabe‘pf’x Browse...

21. Click Next.

22. Onthe second Certificate Information page, in the Password field, enter the password for
the security certificate.

23. Inthe Confirm Password field, enter the password for the security certificate again.

24. Click Next.

25. Onthe Specify Port Number page, enter the port numberto be used by the software for
communication with remote clients. The default port is 443.

Note: If the default port is not available, contact your IT professional to determine
the best port number.

ﬂ Setup - CellReporterXpress® - *x
~.
Specify Port Number @9
)
=

Spedfy the port number to be used by the software. Then dick Next to continue.
The default port number for the application is 443,

Port number

443

26. Click Next.
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27. Onthe Specify Host Computer page, in the Application URL field, optionally replace the
word localhost with the computer name or the IP address of the host computer along
with the port number used by the host computer. For example, if the host computer name

is CellReporterXpress and the IP address is 192.168.1.1 and the port used is 443, the field
should contain one of the following:

® http://localhost:443
® http://CellReporterXpress:443
® http://192.168.1.1:443

g Setup - CellReporterXpress®

T
Specify Host Computer @*—9

Spedfy the host computer IP address or name along with the host computer port
number, Then dick Next to add the shorteut on your desktop.

Application URL
‘hﬂp:ﬂlgl 168.1.1:443

Cancel

28. Click Next.
29. Onthe Ready to Install page, click Install.

8 Setup - CellReporterXpress®

Ready to Install

X
=D
Setup is now ready to begin instaling CellReporterXpress@® on your computer. %‘3

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Setup type:
Host Computer

Security certificate: Yes
Application URL: hitps://192. 168. 1. 1:443

You may want to record this port number. You will use the port to connect
Client Workstations to the Host Computer.

< Back EInstal Cancel
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30. Wheninstallation completes, select the Yes, restart the computer now option.

% Note: You must restart the computer to complete installation of the
CellReporterXpress software. If you do not restart the computer, the software may
not run properly.

31. Click Finish.

% Note: If you selected the Yes, restart the computer now option, the computer
restarts immediately.

32. Onthe Install CellReporterXpress Software page, click Next.
33. Onthe Installation Summary page, click Exit.

Afteryou install a host computer, you must do the following:

e Clearthe browser cache.
e |Loginto the software.
® Registeran instrument.

See Other Installation Tasks on page 69 for details.
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Installing a Remote Analysis Computer

In a server configuration, analysis operations are performed by the host computer and any
remote computer running the Analysis Service (MD.LocationService). While the
CellReporterXpress software license limits the number of analysis processes running
concurrently, there is no limit to the number of computers running analysis operations. When
you set up multiple computers for analysis operations, the CellReporterXpress software

determines which computers perform analysis.

To install a remote analysis computer:

1. Browse to the location of the CellReporterXpress Installation Utility folder that you

downloaded earlier.
2. Double-click the CRX 2.7.xxx.zip folder.

3. Right-click setup.exe and select Run as administrator to start the CellReporterXpress

Installation Utility.

ﬁ CellReporterXpress® Installation Utility

Welcome to CellReporterXpress ®

Choose an Installation Option

) Host Computer
(®) Remote Analysis / Storage

) Client Workstation

‘ Display End-User License Agreement... |

SO ET e e | accept the End-User License Agreement

X

&

Select the Remote Analysis/Storage option.
Click Display End-User License Agreement.
Review the license agreement.

N o oA

If you accept the license agreement, do the following:

a. Selectthe lacceptthe End-User License Agreement check box.

b. Click Continue.

=] Note:If youdo not acceptthe license agreement, you cannot install the software.
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The Home page summarizes the CellReporterXpress installation steps.

5‘! CellReporterXpress® Installation Utility
Home
This utility guides you through the steps below.

Click "Next" to get started.

7 Verify and Install Software Prerequisites

A Install CellReporterXpress® Software

ﬂt Previous

Click "Details” to go directly to the page for a particular step.

i

Next Exit

8. Click Next to continue to the next page of the CellReporterXpress Installation Utility.

% Note: You can also navigate to a specific installation step by clicking Details for that

step.
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The CellReporterXpress remote analysis computer requires that the following software be
installed:
e Microsoft .NET Framework 4.6.2 or later
e One of the following:
e Microsoft Visual C++ 2015 Runtime (x64)
e Microsoft Visual C++ 2017 Runtime (x64)
e Microsoft Visual C++ 2019 Runtime (x64)

% Note: .NET Framework 4.6.2 or later is installed with all recent versions of Windows
10, so it is likely this requirement is met. To check which version of .NET Framework
is installed, go to docs.microsoft.com/en-us/dotnet/framework/migration-
guide/how-to-determine-which-versions-are-installed.

!'-E CellReporterXpress® Installation Utility X
-l ]
Verify CellReporterXpress® Prerequisites: E"

«  Net Framework 4.6.2 or Greater

% Microsoft Visual C++ 2015-2019 Runtime (x64) - Required for Host

Computer and Remote Analysis only

Install All Required Items

| ﬁ | | Previous | | Next |

9. Forany prerequisite that is not met (indicated by a red #< symbol next to the item), do the
following:
a. Click Install to install specific prerequisites.
b. Follow the on-screen instructions to install the prerequisite.

10. When all prerequisites are installed (indicated by a green ¥ symbol next to each item),
click Next to continue to the next page of the CellReporterXpress Installation Utility.
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11. On the Install CellReporterXpress Software page, next to CellReporterXpress: Remote
Analysis, click Install.

!'-E CellReporterXpress® Installation Utility X
a |
Install CellReporterXpress® Software: g ;
A CellReporterXpress® : Remote Analysis
Available Version: 2.7.xxx - Installed Version: Not Installed
LA CellReporterXpress® : Remote Storage

Available Version: 2.7.xxx - Installed Version: Not Installed

‘ Check For CellReporterXpress @ Updates ‘

| ﬁ | | Previous | | Next |

12. If the following prompt appears, click Yes.

Setup

An alder version of CellReporterXpress is already
installed.

If you continue, that version will be uninstalled. Do you want
to continue?

Yes No

13. When installation completes, click Yes to restart the computer.

Note:

% e You must restart the computer to complete installation of the
CellReporterXpress software. If you do not restart the computer, the software
may not run properly.

e [fyouclick Yes, the computer restarts immediately.

14. Onthe Install CellReporterXpress Software page, click Next.
15. On the Installation Summary page, click Exit.

After you install a remote analysis computer, you must do the following on the host computer:

e |Loginto the software.
e Registerthe remote computer for analysis operations.

See Other Installation Tasks on page 69 for details.
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Installing a Remote Storage Computer

In a server configuration, storage operations are performed by the host computer and any
remote computer running the Location Service (MD.LocationService). There is no limit to the
number of remote storage computers in the configuration. Each remote storage computer

contains one or more folders mapped for storage.

* Tip: If the CellReporterXpress software will be used by multiple groups, you may want

to organize storage by group.

To install a remote storage computer:

1. Browse to the location of the CellReporterXpress Installation Utility folder that you

downloaded eatrlier.
2. Double-click the CRX 2.7.xxx.zip folder.

3. Right-click setup.exe and select Run as administrator to start the CellReporterXpress

Installation Utility.

{'I CellReporterXpress® Installation Utility

Welcome to CellReporterXpress ®

Choose an Installation Option

) Host Computer
(®) Remote Analysis / Storage

() Client Workstation

‘ Display End-User License Agreement... |

Copynght 2020 Mokl Bevice LG | accept the End-User License Agreement

.

&

Select the Remote Analysis/Storage option.
Click Display End-User License Agreement.
Review the license agreement.

N o oA

b. Click Continue.

If you accept the license agreement, do the following:
a. Selectthe lacceptthe End-User License Agreement check box.

=] Note:If youdo not accept the license agreement, you cannot install the software.
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The Home page summarizes the CellReporterXpress installation steps.

5‘! CellReporterXpress® Installation Utility
Home
This utility guides you through the steps below.

Click "Next" to get started.

7 Verify and Install Software Prerequisites

A Install CellReporterXpress® Software

ﬂt Previous

Click "Details” to go directly to the page for a particular step.

i

Next Exit

8. Click Next to continue to the next page of the CellReporterXpress Installation Utility.

% Note: You can also navigate to a specific installation step by clicking Details for that

step.
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The CellReporterXpress remote storage computer requires that Microsoft .NET
Framework 4.6.2 or later be installed.

Note:
% e .NET Framework 4.6.2 or later is installed with all recent versions of Windows 10,
so it is likely this requirement is met. To check which version of
.NET Framework is installed, go to docs.microsoft.com/en-
us/dotnet/framework/migration-guide/how-to-determine-which-versions-are-
installed.
e Microsoft C++ Runtime (x64) is not required for a remote storage computer.

m CellReporterXpress® Installation Utility X
- .. “"
Verify CellReporterXpress® Prerequisites: 3

«  Net Framework 4.6.2 or Greater

% Microsoft Visual C++ 2015-2019 Runtime (x64) - Required for Host

Computer and Remote Analysis only

Install All Required Items

| ﬁ | | Previous | | Next |

9. Forany prerequisite that is not met (indicated by a red #< symbol next to the item), do the
following:
a. Click Install to install specific prerequisites.
b. Follow the on-screen instructions to install the prerequisite.

10. When all prerequisites are installed (indicated by a green ¥ symbol next to each item),
click Next to continue to the next page of the CellReporterXpress Installation Utility.
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11. On the Install CellReporterXpress Software page, next to CellReporterXpress: Remote
Storage, click Install.

!'-E CellReporterXpress® Installation Utility X
a |
Install CellReporterXpress® Software: g ;
A CellReporterXpress® : Remote Analysis
Available Version: 2.7.xxx - Installed Version: Not Installed
LA CellReporterXpress® : Remote Storage

Available Version: 2.7.xxx - Installed Version: Not Installed

‘ Check For CellReporterXpress @ Updates ‘

| ﬁ | | Previous | | Next |

12. If the following prompt appears, click Yes.

Setup

An alder version of CellReporterXpress is already
installed.

If you continue, that version will be uninstalled. Do you want
to continue?

13. Wheninstallation completes, click Yes to restart the computer.

Note:

% e You must restart the computer to complete installation of the
CellReporterXpress software. If you do not restart the computer, the software
may not run properly.

e Ifyouclick Yes, the computer restarts immediately.

14. Onthe Install CellReporterXpress Software page, click Next.
15. On the Installation Summary page, click Exit.

After youinstall a remote storage computer, you must do the following on the host computer:

e |oginto the software.
e Register the remote computer for storage operations.

See Other Installation Tasks on page 69 for details.
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Installing a Client Workstation

In a network configuration and server configuration, you can set up computers and tablets as
client workstations to connect to the host computer. A client workstation uses a supported
browser to display the CellReporterXpress software user interface and interact with the
software. For a Windows computer using Google Chrome, you can install a shortcut that
enables easy access the CellReporterXpress software.

% Note: No installation steps are required for client workstation on a tablet, a non-
Windows computers, or a computer without Google Chrome. Any client workstation can
connect to the host computer using a supported browser. See Logging In to the
Software on page 71 for details.

To install a client workstation:

1. Browse to the location of the CellReporterXpress Installation Utility folder that you
downloaded earlier.

2. Double-click the CRX 2.7.xxx.zip folder.

3. Right-click setup.exe and select Run as administrator to start the CellReporterXpress
Installation Utility.

m:i Reporteripress™ Installation Utilit

X
-l ]
Welcome to CellReporterXpress™ &3

Choose an Installation Option

) Host Computer
) Remote Analysis / Storage

® Client Workstation

Display End-User License Agreement... |

C ight © 2020 Molecular Dy LLC
opyng RCCIRATL eVICES, | accept the End-User License Agreement

Select the Client Workstation option.

Click Display End-User License Agreement.

Review the license agreement.

If you accept the license agreement, do the following:

a. Selectthe | acceptthe End-User License Agreement check box.
b. Click Continue.

N o oA

=] Note: If you do not accept the license agreement, you cannot install the software.
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The Home page summarizes the CellReporterXpress installation steps.

ﬁ CellReporterXpress® Installation Utility

Home
This utility guides you through the steps below.
Click "Next" to get started.
Click "Details” to go directly to the page for a particular step.

/A Install CellReporterXpress® Software

ﬂt Previous Mext

X

Oi‘
13
=

Exit

8. Click Next to continue to the next page of the CellReporterXpress Installation Utility.
9. Onthe Install CellReporterXpress Software page, next to CellReporterXpress: Client

Workstation, click Install.

5.-2 CellReporterfpress® Installation Utility

Install CellReporterXpress @ Software:

% CellReporterXpress® : Client Workstation

Available Version: 2.7.xxx - Installed Version: Not Installed

‘ Check For CellReporterXpress® Updates ‘

| ﬁ | | Previous | | Next |

X
@i‘
11
=y

Install

If the following prompt appears, click Yes.

Setup

An older version of CellReporterXpress® is already
installed.

If you continue, that version will be uninstalled. Do you want
to continue?

Yes Mo
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1.

12.
13.
14.

15.

16.
17.

On the Specify Host Computer page, in the Application URL field, replace the word
localhost with the computer name or the IP address of the host computer along with the
port number used by the host computer (which is likely 80 without a security certificate
and 443 with a security certificate). For example, if your host computer name is
CellReporterXpress and the IP address is 192.168.1.1, the field should contain one of the
following:

® http://CellReporterXpress

® http://192.168.1.1

T} Setup - CellReporterXpress® - X
T
Specify Host Computer @9
P
=y

Spedfy the host computer IP address or name along with the host computer port
number, Then diick Next to add the shortcut on your desktop.

Application URL
\hnp:fngz 168.1.1:30

Cancel

Click Next.
On the Ready to Install page, click Install.
When installation completes, select the Yes, restart the computer now option.

% Note: You must restart the computer to complete installation of the
CellReporterXpress software. If you do not restart the computer, the software may
not run properly.

Click Finish.

% Note: If you selected the Yes, restart the computer now option, the computer
restarts immediately.

On the Install CellReporterXpress Software page, click Next.
On the Installation Summary page, click Exit.

Afteryou install a client workstation, you must clear the browser cache before you canloginto
the software. See Other Installation Tasks on page 69 for details.
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Afterinstalling the CellReporterXpress software, you may need to set up other components.
This section contains the following topics:

e Clearing the Browser Cache, see page 70

e |ogging Into the Software, see page 71

e Registering an Instrument, see page 75

e Registering a Remote Analysis Computer, see page 78

e Registering a Remote Storage Computer, see page 79

e Configuring the Location Service to Use a Network Drive for Storage, see page 82

e Mapping a Folder for Storage, see page 85
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Clearing the Browser Cache

70

Afteryouinstall a host computer or a client workstation, you must clear the browser cache

before logging in to the CellReporterXpress software.
To clear the browser cache:
1. Open Google Chrome.

2. Atthe upper-right of the Chrome window, click |Z| Customize and control Google

Chrome, and select Settings.
3. Onthe left, click Privacy and security.
4. Click Clear browsing data.

£ Settings x 4+

& C @& Chrome | chrome://settings/privacy
Settings Q, search settings
2 Youand Google

Privacy and security

B Autofil
= Clearbrowsing data
u Safety check u Clear history, cookies, cache, and more
Q  Privacy and security Gookies and other site data
@® Third-party cookies are blocked in Incognito mode
@  Appearance
a Securit
= St cnone e Safe Brynwsmg (protection from dangerous sites) and other security settings
™ e tbrov- -
5. Inthe Time range field, select All time.
6. Select the Browsing history check box.
7. Selectthe Cookies and other site data check box.
8. Select the Cached images and files check box.
Clear browsing data
Basic Advanced
Timerange  Alltime -

Browsing history
Clears history and autocompletions in the address bar.

Cookies and other site data
Signs you out of most sites.

Cached images and files
Frees up 15.1 MB. Some sites may load more slowly on your next visit.

Cancel Clear data

L

9. Click Clear data.
10. Close all Chrome windows.
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Logging In to the Software

This section describes the various ways to log in to the CellReporterXpress software:
e | ogging In onthe Host Computer, see below
e | ogging In on a Client Workstation Using a Shortcut, see page 73
e | ogging In on a Client Workstation Using Connection Details, see page 74

% Note: The CellReporterXpress software uses the Windows login credentials of the host
computer to authenticate users. If the host computer does not maintain a constant
connection to the network, we recommend that user accounts be local accounts (and
not roaming or domain accounts). If domain accounts are required, the host computer
must remain connected to the domain network at all times.

Logging In on the Host Computer

Note: If you have just powered on or restarted the host computer, wait five minutes
before logging in. This allows time for the CellReporterXpress software services to start.

To log in to the CellReporterXpress software on the host computer:

1. Onthe host computer, do one of the following to display the CellReporterXpress Log In
screen:

-
H -
e On the desktop, double-click &= L MD.CellReporterXpress.
e Click Start > Molecular Devices > MD.CellReporterXpress.

Login

@ Rememberme

L0GIN

=]
2. Inthe 7 Login field, enter the user name for a Windows account on the host computer.

3. Inthe IEJ Password field, enter the required password for the Windows account.

Note:
% e A password is required to log in to the CellReporterXpress software. If the
Windows account has no password, you cannot log in to the software.
e |f you purchased the optional workstation and monitor bundle, the default
Windows user name and password is printed on a sticker on the top of the host
computer. Note that the default password may have been changed.

4. Click LOGIN.
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5. If you are prompted to accept the license agreement, do the following:
a. Selectthe lacceptthe End-User License Agreement check box.
b. Click Continue.

% Note: If you do not accept the license agreement when prompted, you cannot use
the software.

The CellReporterXpress software opens and the Home page is displayed.

Welcome to CellReporterXpress® by Molecular Devices®

ACQUISITION EXPERIMENTS MONITOR CONFIGLRATION DEVICES

anoiss Manage lebwor
progress onall devicas on the b, rogiste doices and
netvork. sarvices
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Logging In on a Client Workstation Using a Shortcut

If you installed a client workstation, you can use the installed shortcut to connect to the
CellReporterXpress software on the host computer.

To loginto the CellReporterXpress software from a client workstation with a shortcut:

1. Onthe client workstation, do one of the following to display the CellReporterXpress Log In
screen:

e

5:
e Onthe desktop, double-click €= L MD.CellReporterXpress.
e Click Start > Molecular Devices > MD.CellReporterXpress.

o
2. Inthe /™ Login field, enter the user name for a Windows account on the host computer.

3. Inthe lEl Password field, enter the required password for the Windows account.

Note:
% e A password is required to log in to the CellReporterXpress software. If the
Windows account has no password, you cannot log in to the software.
e If you purchased the optional workstation and monitor bundle, the default
Windows user name and password is printed on a sticker on the top of the host
computer. Note that the default password may have been changed.

4. Click LOGIN.

5. If you are prompted to accept the license agreement, do the following:
a. Selectthe lacceptthe End-User License Agreement check box.
b. Click Continue.

% Note: If you do not accept the license agreement when prompted, you cannot use
the software.

The CellReporterXpress software opens and the Home page is displayed.
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Logging In on a Client Workstation Using Connection Details

You can enter the connection details to connect a computer or tablet to the
CellReporterXpress software on the host computer.

% Note: If you are logging in on a client workstation for the first time after an update, we

recommend that you restart the computer or tablet and clear the browser cache before
connecting to the software on the host computer.

To log into the CellReporterXpress software from a client workstation using connection
details:

1.
2.

On the computer or tablet, open a supported browser.
In the address bar, enter either the IP address or the host computer name along with the
port being used by the remote client (by default, 80) in the following format:

http://address:port

For example, if the host computeris named CellReporterXpress, enter:
http://CellReporterXpress:80

Or, if the IP address of the host computeris 192.168.1.1, enter:
http://192.168.1.1:80

In the rg‘. Login field, enter the user name for a Windows account on the host computer.

Inthe IEI Password field, enter the required password for the Windows account.

Note:
% e A password is required to log in to the CellReporterXpress software. If the
Windows account has no password, you cannot log in to the software.
e |f you purchased the optional workstation and monitor bundle, the default
Windows user name and password is printed on a sticker on the top of the host
computer. Note that the default password may have been changed.

Click LOG IN.

If you are prompted to accept the license agreement, do the following:
a. Selectthe |l acceptthe End-User License Agreement check box.
b. Click Continue.

% Note: If you do not accept the license agreement when prompted, you cannot use
the software.

The CellReporterXpress software opens and the Home page is displayed.
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Registering an Instrument

50587711

You can register an instrument in the software on the Devices page in Configuration mode.
Registered instruments use one of the following connections:

e Direct Connection: A direct Ethernet connection between the instrument and the host
computer running the CellReporterXpress software in a standalone configuration.

e Remote Connection: A network Ethernet connection between the instrument and the host
computer running the CellReporterXpress software in a network configuration or a server
configuration.

The Devices page contains two tabs:

e My Devices: Lists all registered instruments available to you for acquisition and
maintenance.

e Add Device: Lists all registered instruments connected to the host computer. From here,
you can add instruments to the list on the My Devices tab, which makes them available for
acquisition and maintenance.

You must add at least one instrument to the list on the My Devices tab to acquire animage.

For each instrument, a status indicator shows one of the following:
. Online
. Offline or Incompatible
. Busy
. Error

% Note: If the status indicator for an instrument shows . Incompatible, the instrument
firmware version may not be compatible with the software version. For details on
updating the firmware, log in to the Molecular Devices Knowledge Base at
mdc.custhelp.com and search for article number 20356.
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Registering a Directly Connected Instrument

To register a directly connected instrument:

1.

Confirm that the instrument is connected to the host computer running the
CellReporterXpress software using the LAN1 port on the back of the device.

In the CellReporterXpress software, on the Home page, click "-"? Configuration.

On the left side of the screen, click . Devices.

On the Devices page, on the Add Device tab, click Connect LAN1.
The instrument appears in the list on the Add Device tab.

If needed, in the tile for that instrument, click Add to My Devices.
The instrument appears in the list on the My Devices tab.

*

Tip: We recommend that you do not directly connect an instrument to the host
computer using the LAN2 port unless advised to do so by Molecular Devices Technical
Support.

Registering a Remotely Connected Instrument Using Autodiscovery

To register a remotely connected instrument using autodiscovery:

1.

76

Confirm that the instrument is connected to the network using the LAN2 port on the back
of the device.
Confirm that the host computer running the CellReporterXpress software is connected to

the network.

In the CellReporterXpress software, on the Home page, click "-"? Configuration.

On the left side of the screen, click . Devices.

Within five minutes, the instrument appears in the list on the Add Device tab. It may initially
indicate offline status, but it should change to online status shortly after it appears.

If the instrument does not appear in the list on the Add Device tab, your computer or your
network may be set up to block autodiscovery. In this case, do one of the following:

e Enable network discovery on the computer where the CellReporterXpress software is
installed and try again.

e Register the instrument using manual discovery. See Registering a Remotely
Connected Instrument Using Manual Discovery on page 77 for details.

If needed, in the tile for that instrument, click Add to My Devices.
The instrument appears in the list on the My Devices tab.
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Registering a Remotely Connected Instrument Using Manual Discovery

The host computer or your network may be set up to block autodiscovery. In that case, you
can register a remotely connected instrument using manual discovery.

To register a remotely connected instrument using manual discovery:

1.

Confirm that the instrument is connected to the network using the LAN2 port on the back
of the device.

Confirm that the host computer running the CellReporterXpress software is connected to
the network.

In the CellReporterXpress software, on the Home page, click ‘ ": Configuration.

On the left side of the screen, click . Devices.

On the Devices page, on the Add Device tab, in the Remote Connection field, enter the
name or the IP address of the instrument you want to add.

% Note: The instrument name begins with "IXP-" followed by the serial number, whic
is on the back of the instrument. See the ImageXpress Pico User Guide for details
on locating the serial number.

The device IP address is determined by your network. Contact your network
administrator for details.

h

Click Register Device.
The remotely connected instrument appears in the list on the Add Device tab.

If the instrument does not appear in the list on the Add Device tab, contact your network
administrator.

If needed, in the tile for that instrument, click Add to My Devices.
The instrument appears in the list on the My Devices tab.
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Registering a Remote Analysis Computer
Afterinstalling a remote analysis computer, you must register it in the CellReporterXpress
software.

In a server configuration, any registered computer running the Analysis Service
(MD.AnalysisService) can perform image analysis.

All registered computers appear in the Registered Image Analysis Computers list with one of
the following status indicators:

. Online
. Offline

A registered computer may indicate offline status due to an issue with the network, the firewall,
or the Analysis Service (that is, it is not present or not started).

To register a computer forimage analysis:

1. Inthe CellReporterXpress software, on the Home page, click Configuration.

2. Onthe left side of the screen, click k===l INage Analysis Services.

3. Onthe Image Analysis Computers page, in the Add Image Analysis Computer field, enter
the PC name orthe IP address of the computer you want to register.

4. Click Add Image Analysis Computer.

The computer appears in the Registered Image Analysis Computers list.
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Registering a Remote Storage Computer

50587711

Afterinstalling a remote storage computer, you must register it in the CellReporterXpress
software.

In a server configuration, any computer running the Location Service (MD.LocationService) can
be registered for storage.

* Tip: If the CellReporterXpress software will be used by multiple groups, you may want
to organize storage by group.

All registered computers appear in the List of Registered Storage Computers and all mapped
folders appear in the List of Mapped Folders with one of the following status indicators:

. Online
. Offline

A registered computer or mapped folder may indicate offline status due to an issue with the
network, the firewall, or the Location Service (that is, it is not present or not started).

To register a remote storage computer:
1. Inthe CellReporterXpress software, on the Home page, click ’U‘? Configuration.

2. Onthe left side of the screen, click @ Data Storage.

3. Onthe Data Storage page, in the Add Data Storage Computer field, enter the PC name or
the IP address of the computer you want to register.

4. Click Add Data Storage.

The computer appears in the List of Registered Storage Computers.

On the host computer and on any remote computer registered for storage operations, the

following folder is created and mapped for storage by default:
C:\ProgramData\Molecular Devices\MD.LocationService\Data

You can map other folders for storage as needed. See Mapping a Folder for Storage on page
85 for details.

% Note: To increase security on remote computers registered for storage operations, you
may want to set the Location Service (MD.LocationService) as a local service on each
remote storage computer. Once you do this, you must set each folder mapped for
storage to allow write access to the software. See Secure Setup for Remote Storage on
page 80 for details.

79



CellReporterXpress Image Acquisition and Analysis Software Installation Guide

80

Secure Setup for Remote Storage

To increase security on remote computers registered for storage operations, you may want to
set the Location Service (MD.LocationService) as a local service on each remote storage
computer. Once you do this, you must set each folder mapped for storage to allow write
access to the software.

Setting the Location Service as a Local Service

Set each Location Service in your configuration as a local service. The Location Service is
installed on the host computer and on all remote computers registered for storage.

To set the Location Service as a local service:

1. Loginto the computer that contains the Location Service with a Windows administrator
account.

In Windows, right-click E Start, and select Computer Management.
In the left pane, expand Services and Applications.

Click Services.

In the list of services, double-click MD.LocationService.

Click the Log On tab.

Select the This Account option.

Click Browse.

In the Enter The Object Name To Select list, enter Local Service.

© 0N~ WwN

=| Note: Be sure to enter a space between the words.

10. Click Check Names.
The text you entered changes to LOCAL SERVICE.

11. Click OK.

12. Inthe Password field and the Confirm Password field, clear the masked passwords.

13. Click OK.

14. Click OK.

15. Click OK.

16. Inthe list of services, right-click MD.LocationService and select Restart.

17. Repeat these steps on each computer that contains the Location Service.

After setting the Location Service as a local service, you must set all mapped folders to allow
access to the software. See Setting a Mapped Folderto Allow Access to the Software on
page 81 for details.
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Setting a Mapped Folder to Allow Access to the Software
When you register a computer for storage, the following folder is created and mapped for
storage by default:

C:\ProgramData\Molecular Devices\MD.LocationService\Data
This folder is already set to allow access to the software. You must set all other mapped
folders to allow access.
To seta mapped folder to allow access to the software:

In File Explorer, browse to the mapped folder.

Right-click the folder and select Properties.

1

2.

3. Click the Security tab.

4. If Authenticated Users is not in the Group or User Names list, do the following:

% Note: If Authenticated Users is in the Group or User Names list, skip this procedure.
The mapped folder is already set to allow access to the software.

a. Click Edit.
. Click Add.
c. Inthe Enter The Object Names To Select list, enter Authenticated Users.

Note: Be sure to enter a space between the words.

d. Click Check Names.
e. Click OK.
f. Inthe Allow column, select Full Control.
g. Click Apply.
5. Click OK.
6. Repeatthese steps for each mapped folder.

81



CellReporterXpress Image Acquisition and Analysis Software Installation Guide

Configuring the Location Service to Use a Network Drive for Storage

82

By default, the Location Service (MD.LocationService) accesses only local drives for storage. If
you want to use a network drive for storage, you can configure the Location Service to run as a
user with the appropriate access.

% Note: When specifying a folder on a network drive for storage, you must use the full,
UNC path of the folder (for example, \\servername\folder). The software does not
support using a virtual path that uses a drive letter (for example, J: \ folder).

The Location Service typically runs as a local service, which does not have access to network
locations. To access network locations, the service must run as an existing user that has access
to the network location.

% Note: Use one of the following procedures according to your network type: either
domain network or non-domain network.

Configuring the Location Service on a Domain Network
To configure the Location Service to use a network drive for storage on a domain network:

1. Log into the computer that contains the Location Service with a Windows administrator
account.

In Windows, right-click E Start, and select Computer Management.
In the left pane, expand Services and Applications.

Click Services.

In the list of services, double-click MD.LocationService.

Click the Log On tab.

o0 s wN
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10.
1.
12.

13.

14.
15.

16.
17.
18.

Chapter 5: Other Installation Tasks
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Select the This Account option.

Click Browse.

Click Locations.

Select the domain that contains the user that has access to the network location.

Click OK.

In the Enter The Object Name To Select list, enter the login for the user that has access to
the network location.

Note: In order to be found, this user must already be configured.

Click Check Names.
The text you entered changes to the fully qualified name of the user.

Click OK.

In the Password field and the Confirm Password field, enter the required password for the
user.

Click OK.

Click OK.

In the list of services, right-click MD.LocationService and select Restart.

After configuring the Location Service to use a network drive for storage, you can map folders
on that network drive to allow access to the software. See Mapping a Folder for Storage on
page 85 for details.
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Configuring the Location Service on a Non-Domain Network

To configure the Location Service to use a network drive for storage on a non-domain
network:

1.

10.

1.
12.

13.
14.
15.

© 0N~ WwN

Log in to the computer that contains the Location Service with a Windows administrator
account.

In Windows, right-click E Start, and select Computer Management.

In the left pane, expand Services and Applications.

Click Services.

In the list of services, double-click MD.LocationService.

Click the Log On tab.

Select the This Account option.

Click Browse.

In the Enter The Object Name To Select list, enter the login for the user that has access to
the network location.

=] Note:Inorderto be found, this user must already be configured.

Click Check Names.
The text you entered changes to the fully qualified name of the user.

Click OK.

In the Password field and the Confirm Password field, enter the required password for the
user.

Click OK.

Click OK.

In the list of services, right-click MD.LocationService and select Restart.

After configuring the Location Service to use a network drive for storage, you can map folders
on that network drive to allow access to the software. See Mapping a Folder for Storage on
page 85 for details.
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Mapping a Folder for Storage

On the host computer and on any remote computer registered for storage operations, the
following folder is created and mapped for storage by default:

C:\ProgramData\Molecular Devices\MD.LocationService\Data

You can map other folders for storage as needed.

% Note: Before you can map a folder on a network drive for storage, you must set up the
Location Service accordingly. See Configuring the Location Service to Use a Network
Drive for Storage on page 82 for details.

* Tip: If the CellReporterXpress software will be used by multiple groups, you may want
to organize storage by group.

To map a folder for storage:

1. Inthe CellReporterXpress software, on the Home page, click ’U‘? Configuration.

2. Onthe left side of the screen, click @ Data Storage.

3. Onthe Data Storage page, in the Map Folder on Storage Computer field, enter the full
path of the folder you want to map.

% Note: When specifying a folder on a network drive for storage, you must use the
full, UNC path of the folder (for example, \\servername\folder). The software does
not support using a virtual path that uses a drive letter (for example, J: \folder).

4. Click Map Existing Folder on Storage Computer.
The mapped folder appears in the List of Mapped Folders.
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Appendix A: Firewall and Antivirus Settings

The CellReporterXpress Installation Utility modifies Windows Firewall and Windows Defender
forits services. If you are using other software for firewall and antivirus protection, configure
changes for the following services and ports on all computers running a CellReporterXpress
software service.

Services are installed inthe $Program Files%\Molecular Devices folder.

% Note: If you purchased the optional workstation and monitor bundle, the firewall and
antivirus settings required for the CellReporterXpress software have been preset on the
host computer. However, if you connect the host computer to your organization’s
domain, it is possible that some settings may be overwritten and may need to be set
again. In addition, if you are using remote computers for analysis operations and storage
operations, you will also need to create these settings on those computers.

Requires
Service Name Write
(Executable File) Access Exposed Port
Web MD.WebService No TCP 80 (without a security certificate)
Service (MolDev.WinHost.exe) TCP 443 (with a security certificate)
TCP 12322
Data MD.DataService Yes TCP 12321
Service (MolDev.DataService.exe)
Core MD.CoreService No TCP 12323
Service (MolDev.CoreService.exe)
Location MD.LocationService Yes TCP 12324
Service (MolDev.LocationService.exe)
Analysis MD.AnalysisService Yes TCP 12325
Service (MolDev.AnalysisService.exe)
Instrument n/a Yes TCP 8091
UDP 3702
UDP 5353
TCP 9090

% Note: The port used by the Web Service (TCP 80 without a security certificate and
TCP 443 with a security certificate) is configurable during installation. If the default port is
not available, a different port can be used.
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