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Chapter 1: Introduction

Scalability
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The SoftMax” Pro 7.1.1 GxP Compliance Software Suite controls Molecular Devices®
spectrophotometers and absorbance, luminescence, and fluorescence microplate readers
and detection platforms.

% Note: In this document, all references to the SoftMax Pro Software - GxP edition use
the term SoftMax Pro GxP Software.

This document is specifically for the GxP Admin Software version 3.0.1 and SoftMax Pro GxP
Software version 7.1.1.

e The GxP Admin Software version 3.0.1is not compatible with any SoftMax Pro GxP
Software prior to version 7.1.1.

e The SoftMax Pro GxP Software versions prior to version 7.1 must be used with GxP
Admin Software version 2.x.

% Note: The GxP Admin Software has no user interface. The version number for the GxP
Admin Software displays in the bottom left corner of the GxP Admin Portal.

The SoftMax Pro 7.1.1 GxP Compliance Software Suite scales with the size of your laboratory
environment. Depending on the size of your implementation, you can install the
interdependent SoftMax Pro 7.1.1 GxP Compliance Software Suite components on multiple
networked computers. For the smallest of implementations, it is possible to install the
components on a single computer. You should consult with your Molecular Devices
representative and your network administrators to plan and scale your implementation
according to your requirements.

SoftMax Pro 7.1.1 GxP Compliance Software Suite components:

* GxP Admin Software: The GxP Admin Software (server) is the database and security
back-end application that you install on a dedicated, centrally located server with a static
IP address. This server must be accessible to all computers that run the GxP Admin
Portal Software and the SoftMax Pro GxP Software. The GxP Admin Software does not
have a user interface.

e GxP Admin Portal Software: The GxP Admin Portal is the user interface that you use to
interact with the GxP Admin Software. Install the GxP Admin Portal Software on a
computer or computers that have access to the dedicated server on which you install
the GxP Admin Software.

o SoftMax Pro GxP Software: The SoftMax Pro GxP Software (client) controls the
microplate reader for data acquisition and statistical data analysis. These computers
must have access to the dedicated server on which you install the GxP Admin Software.
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This scalability has changed the way the software is installed, validated, and supported.

e SoftMax Pro Software Standard Edition and MiniMax Imaging Edition - There is no
version 7.1.1 for the SoftMax Pro Software Standard edition or the SoftMax Pro MiniMax
Imaging edition. You cannot update these editions to version 7.1.1. The current update
path is to update from version 7.0.3 (or earlier) to version 7.1.

o SoftMax Pro Software GxP Edition - There are two methods to deploy the SoftMax Pro
Software - GxP edition:

e Multi Computer Setup - This setup supports multiple microplate readers connected
to multiple computers and Windows Credential login mode. All computers in the
multi computer setup are networked to one central secure Microsoft SQL database
that you install separately.

e Single Computer Setup - This setup means that the computer connected to the
microplate reader is also the same computer that houses all components of the
SoftMax Pro 7.1.1 GxP Compliance Software Suite. This is the only computer that
runs the SoftMax Pro GxP software and the only computer that acquires data from
the microplate reader. The SoftMax Pro 7.1.1 GxP Single Computer Setup Installation
Wizard installs a Microsoft SQL Express database on the computer. The installed
database can store up to 10 GB of data with the related System Audit Trail records.

SoftMax Pro 7.1.1 GxP Compliance Software Suite Update Path

A CAUTION! If you update the SoftMax Pro Software - GxP edition from a version prior
to 7.1, the update to SoftMax Pro Software - GxP edition version 7.1.1 requires time
and training to implement. Please contact Technical Support for assistance. See
Obtaining Support on page 69.

For the SoftMax Pro Software - GxP edition, the only change between version 7.1 and version
7.1.1is to remove the dependency on the Docker Desktop application. If you update from
SoftMax Pro Software - GxP edition version 7.1 to version 7.1.1 there is no change to the
software workflow. This requires a new installation. For the multi computer setup, the
installation scripts enable you to use an existing version 7.1 database as long as the database
is not in a Docker container. If the database is in a Docker container, you must use our
migration script to migrate the data from the Docker container to the 7.1.1 database.

See the following documents for details:

e SoftMax Pro Data Acquisition and Analysis Software Standard Edition and MiniMax
Imaging Edition Installation Guide

e SoftMax Pro Data Acquisition and Analysis Software - GxP Edition - Installation Guide for
the Single Computer Setup

e SoftMax Pro and SoftMax Pro GxP Validation Package User Guide
e SoftMax Pro Data Acquisition and Analysis Software User Guide
® GxP Admin Software User Guide
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Chapter 2: Important Software Installation
Considerations

Due to the complexities and variables associated with the installation of a multi-component,
cross-network software application, the multi computer setup installation is script-based.
The installation scripts are packaged within a wizard whose sole purpose is to unpack the
installation scripts to the location of your choice. Although the scripts are not extremely
complex, you must have knowledge of Microsoft PowerShell and your network topology to
use the multi computer setup installation. Use the PowerShell Get —-He1p commands to
access the help documentation within each script.

Microsoft SQL Database on Computer #1 Microsoft SQL Database on Computer #4
Administrate '
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/ \ SQL server

Multi Computer Setup Installation Configuration Options

Setup Software Application

1 GxP Admin Software (Can also contain the Microsoft SQL database)
Installing GxP Admin Software on page 19

2 GxP Admin Portal Software
Installing GxP Admin Portal Software on page 28

3 SoftMax Pro Software - GxP Edition
Installing SoftMax Pro GxP Software on page 31

4 Microsoft SQL Server Standard or SQL Enterprise database on computer #4
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Computer System Requirements Multi Computer Setup

Install each component in the multi computer setup on computers that have the following

system requirements.

% Note: If you intend to use Active Directory Single Sign On, your network infrastructure
must support Active Directory.

Requirements: Server Computer for GxP Admin Software

Item Required

Operating system Windows 10 Enterprise, Windows 10 Pro, Windows Server 2016, or
Windows Server 2019 (all 64-bit)

Processor Intel Core i5 with 8 or more cores or equivalent

Memory 16 GB RAM

Hard drive 50 GB of available space, or more

Database Microsoft SQL Express or Microsoft SQL Server (either 2016 or 2017)

Additional software

Windows PowerShell 5.1 must be 64-bit. Must allow script execution
with the execution policy set to at least Remote Signed

Domain Name Service
(DNS)

Configured DNS must be active for all computers participating in the
multi computer setup

Ports

For the typical multi computer setup the network connections between the computers
require that all firewalls and routers be configured to allow data transfer using ports 8210,

8211, 1433, and 1434.

Backup

The multi computer setup assumes that your company network has standard backup and
recovery procedures in place for the SQL database.

Requirements: Client Computers for SoftMax Pro GxP Software

Item Minimum Standard Performance

Operating system Windows 10 Enterprise, Windows 10 Pro, Windows Server 2016, or
Windows Server 2019 (all 64-bit)

Processor Intel Core i5 with 4 cores or Intel Core i5 with 8 or more cores
equivalent or equivalent

Memory 8 GB RAM 16 GB RAM

Hard drive 50 GB of available space, or more

Additional software Windows PowerShell 5.1 must be 64-bit. Must allow script execution with
the execution policy set to at least Remote Signed
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Chapter 2: Important Software Installation Considerations

Domain Structure Considerations For Active Directory Users
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The SoftMax Pro 7.1.1 GxP Compliance Software Suite multi computer setup supports the
creation of both Custom Credentials users and the integration with Windows Credentials,
Active Directory (LDAP) users.

* Windows Credentials: For users you create with the Windows Credentials login mode,
password management is maintained through the Active Directory. Windows
Credentials login mode users cannot change their password in the GxP Admin Portal
Software or the SoftMax Pro GxP Software. The password maintenance settings in the
GxP Admin Portal do not affect Windows Credentials login mode users. Windows
Credential login mode users with the SoftMax Pro Access permission must have a license
and must be a member of at least one Project. Their activity within the SoftMax Pro GxP
Software is restricted by their Role permissions.

e Custom Credentials: For users you create with the Custom Credentials login mode, the
software creates a randomly generated alphanumeric string of characters to be their
password. This password grants users with the appropriate Access permissions access to
the GxP Admin Portal Software and the SoftMax Pro GxP Software. Both software
applications require Custom Credentials login mode users to change their password
upon initial login. Both software applications allow Custom Credentials login mode users
to change their password as often as they want. The GxP Admin Portal has settings to
manage password strength and password aging to require Custom Credentials login
mode users to change their password at the interval you specify.

If you want to create users that use your company's Windows Active Directory login
credentials, determine the best location and under which domain to install GxP Admin
Software so that the GxP Admin Software can access your company's Active Directory
database.

The following shows an example how a domain tree looks in Windows.
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Consider the Active Directory system as a permission pyramid. Access to domains above or
sideways is not possible.
e Example 1: If a user or application is located in the Department A domain, then this user
cannot log in at a computer that is located in the Department B domain.
e Example 2: If a user should be able to access Department A/B/C then their Active
Directory user profile and the GxP Admin Software need to be located at the EU site level
(Domain 1.2).

- Note: If you intend to use Windows Credentials login mode users, the service user
(IP_UserName and SvcUserName) you enter into the scripts must be a user that is in
your company's Active Directory database.
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Chapter 2: Important Software Installation Considerations

Required Computer Settings

A CAUTION! Disable your anti-virus program before you install the software. Anti-virus
programs can interfere with the installation process. If your computer hibernates or
turns off during data acquisition, the transfer of data from the instrument to the
software can be interrupted.

To prevent data loss turn off all sleep and hibernation settings for the hard disk, the CPU,
and the USB ports.

To define computer settings in the Windows Control Panel:

Open Control Panel.

Click Hardware and Sound.

Under Power Options, click Change When the Computer Sleeps.

Click Change advanced power settings.

In the Power Options dialog, set Hard disk > Turn Off Hard Disk After to Never.
Set Sleep > Sleep After to Never.

Set Sleep > Hibernate After to Never.

Set USB Settings > USB Selective Suspend Setting to Disabled.

Click OK.

L ©® N O VA~ WDN R

Decimal Symbol Must be a Period

For the SoftMax Pro Software to parse or execute calculations, the regional options for the
computer must use the period symbol (“.”) for the decimal symbol. This can be an issue if the
Region and Language setting for the computer is something other than English.

To set custom regional settings, go to Control Panel > Clock and Region.

Troubleshooting

For the multi computer setup, when you install the GxP Admin Software on the same
computer as the Microsoft SQL database, if you reboot the computer and you cannot log in
to the GxP Admin Portal Software, you should check the GxP_AU_Data service and the GxP_
AU_Web service to confirm that they are running. To correct this you can set up
dependencies or delays to ensure that the database is up and running before the services
time out.

% Note: If the SoftMax Pro GxP Software loses connection with the GxP Admin Software
database for more than 30 days, protocol data will not be saved to the database. You
should resolve any database connection issue within 30 days.

5070102 C 10
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Functionality Not Included in the Software

The SoftMax Pro 7.1.1 GxP Compliance Software Suite currently does not include the
following functionality:

* You cannot connect the computers that run the SoftMax Pro GxP Software to a server
that runs the GxP Admin Software with a different database. For example, to
accommodate Test, Staging, and Production environments.

e You cannot install multiple instances of the GxP Admin Software to use a single database.
There is a one-to-one relationship between each GxP Admin Software implementation
and its database.

* You cannot connect the GxP Admin Software to different SQL databases.
e The software cannot search Windows Active Directory sub-domains.

e The software does not support security certificates which specify SANs (Subject
Alternative Names) using IP addresses.

* You cannot import an existing certificate.

11 5070102 C



Chapter 3: Unpacking Installation Files

All installation files are packaged in the SoftMax Pro 7.1.1 GxP - Multi Computer Installation
Components.msi file.
To extract the installation files:

1. Insert the SoftMax Pro 7.1.1 GxP Compliance Software Suite installation DVD into the
computer DVD drive or use alternative media.

2. Locate and double-click the SoftMax Pro 7.1.1 GxP - Multi Computer Installation
Components.msi file to start the install.

3. Onthe Welcome page:

|_'E SoftMax Pre 7.1.1 GxP Multi Computer Cormponents Setup — b

Welcome to the SoftMax Pro 7.1.1 GxP
Multi Computer Components Setup
Wizard

Thee: Setug Witand vl irmtall Sofstax Pro 7, 1. 1 GaP Multi
Computer Components on your oomputer. Cliok Next tn
conbnue of Cancel to et the Setup Wizard,

e
Click Next.
4. Onthe License Agreement page:
End-User License Agreement
Please read the following boense agreement cosefully l@]
MOLECULAR DEVICES
SOFTWARE LICENSE TERMS

THIS EULA APPLIES TO:
1. SofMax® Pro-GeP 711
2 GoP Admin 3.1
3 GxP Admin - Ponal 301
4. GxP Admin - EDB comverter tool 1.0
5 GuP Admin - Backup 1.1

DTmmwlmmwkwnAqmrﬂ

a. Select thel Accept the Terms of the License Agreement check box.
b. Click Next.
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5. On the Destination Folder page:

ﬁ SoftMax Pro 7.1.1 GxP - Multi Computer Installation Compon.  — >
Destination Folder @
Click Neod to install to the default folder or dlick Change to choose anather., U

Inzstall SoftMax Pro 7.1.1 GxF - Multi Computer Installation Components to:

C:\SoftMax Pro G Components,

change...

S

a. Enter the file path to the location where you want to place the component
installation files. This can be a flash drive or a network location that has access to all
the computers onto which you want to install the SoftMax Pro 7.1.1 GxP Compliance
Software Suite components.

b. Click Next.

6. On the Ready to Install SoftMax Pro 7.1.1 GxP Multi Computer Installation Scripts page:

ﬂ SoftMax Pro 7.1.1 GxP - Multi Computer Installation Compon.  — x

Ready to install SoftMax Pro 7.1.1 GxP - Multi Computer Installa... |@I

Click Install to begin the installation. Chck Back to ressew or change any of your installation
sattings. Click Cancel to exdt the wizard.

=

Click Install.
7. When the "Do You Want to Allow This App..." message displays, click Yes. The
installation wizard unpacks the installation scripts to the location you specify.

13 5070102 C



Chapter 3: Unpacking Installation Files

8. Onthe Completed the SoftMax Pro 7.1.1 GxP Multi Computer Installation Components

Setup Wizard page:

ﬂ SoftMax Pro 7.1.1 GxP - Multi Computer Installation Compon. — x

Completed the SoftMax Pro 7.1.1 GxP -
Multi Computer Installation Components
Setup Wizard

Clich: the Finish button to exdt the Setup Wizard.

Click Finish.

9. Use Windows Explorer to navigate to the location of the installation script files.

Clipboard QOrganize New
« v » ThisPC *» Windows (C) » SoftMax Pro GxP Components »
“~ Name h
Application

Configuration
Configuration Utility
SoftMax Pro GxP Components Examples
Application Installation Qualification
Configuration Manage Certificates

Configuration Utility Manage Configuration
Manage Database
Manage PSModules

Manage Services

Examples

Installation Qualification
Manage Certificates Manage System
Manage Configuration

Manage User
Manage Database Migration
Manage PSModules

Manage Services

Manage System

Manage User

Migration

5070102 C

Open

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

File folder

14



GxP Multi Computer Installation Guide

Understanding Installation Files

The installation wizard unpacks the installation files to the SoftMax Pro GxP System
Installation Scripts folder in the destination you specify. The relevant files are the Script files
that have the .ps1 file extension. Use the PowerShell Get—-He1lp commands to access the
help documentation in each script. The following is the file structure that the installation

wizard creates:

SoftMax Pro GxP System Installation Scripts
Application
Configuration
Configuration Utility
Examples

e ClientInstall.ps1

e Configuration.psl

e Portallnstall.ps1

e Serverlinstall.ps1
Installation Qualification

¢ Installation-Qualification.ps1
Manage Certificates

* Manage-Certificates.ps1
Manage Configuration

* Manage-Configuration.psl
Manage Database

* Manage-Database.psl
Manage PSModules

* Manage-PSModules.ps1
Manage Services

e Manage-Services.psl
Manage System

* Manage-System.psl
Manage User

e Manage-User.psl
Migration

e Migrate-gxp-data.psl

15
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Chapter 3: Unpacking Installation Files

Script Types

For the multi computer setup, the installation package includes two types of scripts:
* |nstallation Foundation Scripts
e Sample Deployment Scripts

You will edit and modify the scripts to enter the parameters required for your network
topology and security requirements.

Installation Foundation Scripts

The installation foundation scripts are digitally signed and are the foundation for the sample
deployment scripts. Although you can use the installation foundation scripts to install the
SoftMax Pro 7.1.1 GxP Compliance Software Suite, they are not the most efficient way to
install the software. These scripts require entry of many redundant parameters which
increases the potential for errors. When you edit the installation foundation scripts they are
no longer digitally signed but they will still run and can perform their intended purpose.

Sample Deployment Scripts

The sample deployment scripts provide an example of how a network administrator could
customize and combine the installation foundation scripts to install the SoftMax Pro 7.1.1
GxP Compliance Software Suite. The sample deployment scripts are in the Examples folder.
After you successfully enter the required variables into the Configuration.ps1 sample
deployment script, the remaining sample deployment scripts read the Configuration.ps1 file
and use the installation foundation scripts to simplify the installation of the SoftMax Pro
7.1.1 GxP Compliance Software Suite.

16
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The installation requires that you run scripts in a specific sequence.

GxP Admin Software

The following installation foundation scripts install the GxP Admin Software on the server.

See Installing GxP Admin Software on page 19.
These scripts are run in the following sequence:
Manage-PSModules.ps1
Manage-Database.ps1

Manage-User.psl

Manage-System.psl
Manage-Certificates.ps1
Manage-Configuration.ps1

Manage-Services.psl

® N o A~ WD e

Installation-Qualification.ps1

There are two sample deployment scripts that use the installation foundation scripts to
install the GxP Admin Software on the server.

e Configuration.psl

e Serverlinstall.ps1

GxP Admin Portal Software

The following installation foundation scripts install the GxP Admin Portal Software on
computers. See Installing GxP Admin Portal Software on page 28.

These scripts are run in the following sequence:

1. Manage-Certificates.ps1

2. Manage-System.psl

3. Installation-Qualification.ps1

There are two sample deployment scripts that use the installation foundation scripts to
install the GxP Admin Portal Software on the computers.

e Configuration.psl
e Portallnstall.ps1

SoftMax Pro GxP Software

The following installation foundation scripts install the SoftMax Pro GxP Software on
computers. See Installing SoftMax Pro GxP Software on page 31.

These scripts are run in the following sequence:

1. Manage-User.psl

2. Manage-System.psl

3. Manage-Certificates.ps1

17
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4. Manage-Configuration.psl
5. Manage-Services.psl
6. Installation-Qualification.psl

There are two sample deployment scripts that use the installation foundation scripts to
install the SoftMax Pro GxP Software on the computers.

* Configuration.psl
e ClientInstall.ps1

Script Modes

Some installation scripts have a Mode parameter that can support the following variables:

e C- Check: For scripts that support the check Mode, you should use the C (Check) variable
to gather the additional prerequisites and to get an understanding of what the script is
to accomplish without actually running the script.

e | - Install: You will run all scripts (except Manage-Configuration.ps1) with the Mode
parameter set to | (Install) to achieve their intended purpose during the installation to
create a new result.

e E - Edit: You will run the Manage-Configuration.ps1 script with the Mode parameter set
to E (Edit) because this script edits the configuration config.json file that the Manage-
Services.psl script creates.

e D - Delete: Some scripts allow you to set the Mode parameter to D (Delete) to delete an
erroneous entry from a previous run of the script.

Common Optional Parameters

Most installation scripts have the following optional parameters in common:

Common Optional Parameters

Parameter Description

IP_OutputFile Specifies a file that is overwritten with the exit code or result of this
program.
IP_LogFile Specifies a file that is overwritten with all terminal output. Required for a

silent run of the program with a processing log for later reference in 1Q /
installation documentation. All output will still display in the terminal if silent
mode is not set

IP_DetailedLog Adds detailed information of each command and the corresponding
response to the log.

IP_Silent Specifies if there should be any terminal output. If the parameter is set, all
visible output is suppressed.

18 5070102 C
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For an example GxP Admin Software installation scenario, see Example Installation Scenario

on page 63.

The GxP Admin Software installation requires the following installation foundation scripts
and they must run in the following sequence:

1. Manage-PSModules.psl - This script checks for and installs all necessary PowerShell
modules to run the installation.

2. Manage-Database.ps1 - This script finds the SQL database, formats the database for use
with the SoftMax Pro 7.1.1 GxP Compliance Software Suite, and adds the GxP Admin
Software Administrator user to the database.

3. Manage-User.psl - This script creates the service user who manages the services that the
SoftMax Pro 7.1.1 GxP Compliance Software Suite uses.

% Note: If you intend to use Windows Credentials login mode users, the service user
(IP_UserName and SvcUserName) you enter into the scripts must be a user that is
in your company's Active Directory database.

4. Manage-System.ps1 - This script, run with the IP_DeploymentType parameter set to S
(server), installs the GxP Admin Software.

5. Manage-Certificates.ps1 - This script creates the certificates that networked computers
use to transmit encrypted data across a network.

6. Manage-Configuration.ps1 - This script, run with the Mode parameter set to E (edit),
updates the config.json file.

7. Manage-Services.psl - This script creates the services that the SoftMax Pro 7.1.1 GxP
Compliance Software Suite uses.

8. Installation-Qualification.ps1 - This script is optional and generates a report.

The sample deployment scripts call each of these scripts. See GxP Admin Software Sample
Deployment Scripts on page 24.

Manage-PSModules

Prerequisites: PowerShell version 5.1, 64-bit exists and you must be able to execute scripts
with the execution policy set to at least Remote Signed onthe computer.

This script checks for and installs all necessary PowerShell modules to run the installation.

Parameters Manage-PSModules

Parameter Description
IP_Mode Run in Install mode.
Verification:

Script runs with no errors.

19
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Manage-Database

Prerequisites: Run Manage-PSModules.ps1

This script prepares the Microsoft SQL database for use with the SoftMax Pro 7.1.1 GxP
Compliance Software Suite and adds the first user's name and password. This user is the
Administrator user for the GxP Admin Software.

Parameters Manage-Database

Parameter Description

IP_Mode

Run in Install mode.

IP_ServerName

The name or IP address of the database server including instance name or
port.

IP_SAUserName

Creates the name of the user who has permission to create database
objects such as databases, tables, logins, and stored procedures.

IP_SAPassword

Creates the password of the database service user (IP_SAUserName).

IP_WSUserName

Creates the name of the user in the database for the Webservice login.

IP_WSPassword

Creates the password of the Webservice user (IP_WSUserName).

IP_DSUserName

Creates the name of the user in the database for the Dataservice login.

IP_DSPassword

Creates the password of the Dataservice user (IP_DSUserName).

IP_GXPUserName

Creates the name of the user in the database for the first user of the
SoftMax Pro 7.1.1 GxP Compliance Software Suite. This is the Administrator
user.

Note: Must start with an alpha character, be at least 6 alphanumeric
and/or underscore characters (no other special characters and no spaces).
You can change this in the software.

IP_GXPPassword

Creates the password of the GxP Administrator user (IP_GXPUserName).
Note: Must be at least six characters. The software forces you to change
this upon first login.

A CAUTION! Remember the username and password of the GxP Administrator you
enter here. Otherwise you must reinstall the software.

Verification:

If you have SQL Management Studio, you can use SQL Management Studio to confirm the
creation of the following databases:

e DataService
* WebService

20
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Manage-User

Prerequisites: Run Manage-Database.ps1.

This script creates the user to contain and run data and services related to the SoftMax Pro
7.1.1 GxP Compliance Software Suite.

% Note: If you intend to use Windows Credentials login mode users, the IP_UserName
you enter into this script must be a user that is in your company's Active Directory
database and the IP_PassWord must be their password in the Active Directory.

Parameters Manage-User

Parameter Description

IP_Mode Run in Install mode.

IP_UserName Creates the user to contain and run SoftMax Pro 7.1.1 GxP Compliance
Software Suite data and services.

IP_PassWord Enter the password for the IP_UserName.

Verification:

Use Windows Explorer to confirm that there is a folder under Users that is named for the
user you entered. Default path:

C:Users\<username>

Manage-System
Prerequisites: Run Manage-User.ps1.
This scrip installs the GxP Admin Software.

Parameters Manage-System

Parameter Description
IP_Mode Run in Install mode.
IP_DeploymentType Set to S (server) to install the GxP Admin Software.

IP_InstallationDirectoryApplication Creates the directory into which to install application files.

Verification:
Use Windows Explorer and locate the config.json file. Default path:

C:\Users\<username>\AppData\Roaming\MolecularDevices\GxPAdmin7.1.1\Server\Config
uration\config.json
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Manage-Certificates

Prerequisites: Run Manage-System.ps1.

This script creates the certificates that allow the GxP Admin Software computer, the
GxP Admin Portal Software computer, and the SoftMax Pro GxP Software computer to
transmit encrypted data across a network.

Parameters Manage-Certificates

Parameter Description

IP_CreateCertificates | Switch On to create the certificates.

IP_CompanyName Creates the company name for the certificate.
IP_CAPassword Creates the root certificate password.
IP_SVPassword Creates the server certificate password.

IP_HostNamesAliases | Passes the hostnames, aliases, and IP addresses delimited by a comma. For
example, "servername,serveraliasel,serveraliase2,10.120.140.200"

IP_CertificateDirectory | Creates the directory to which to deploy the certificates.

Verification:

Use Windows Explorer to locate the Certificate directory in the path you enter in the script.

% Note: Copy the Certificate folder to the flash drive or to a location that is accessible to
all computers onto which you will install the GxP Admin Portal Software and the
SoftMax Pro GxP Software.

Manage-Configuration
Prerequisites: Run Manage-Certificates.ps1.
This script updates the config.json file to add the certificate information.

Parameters Manage-Configuration

Parameter Description

IP_Mode Run in Edit mode.
IP_ServerClient Set to S (server) to update the server configuration.
IP_ConfigurationPath The path to the config.json file that the Manage-System.ps1 script
creates.
Verification:

Open the config.json file and confirm that appropriate fields are populated.
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Manage-Services

Prerequisites: Run Manage-Configuration.ps1.

This script creates the services to run the GxP Admin Software.
Parameters Manage-Services

Parameter Description

IP_UserName The username you entered in the Manage-User.ps1 script.

IP_PassWord The password you entered for the user you entered in the Manage-
User.psl script.

IP_WorkingDirectory Path where the executable is going to be run.
IP_Executable Path to the executable that is going to be run with AlwaysUp.
Verification:

Open the Services dialog and confirm that the following services have been created and are
running:
e GXP_AU_ADCLIENT - Required when you intend to create users with the Windows
Credentials login mode to use your company's Active Directory.
* GXP_AU_DATA
o GXP_AU_REPORT
* GXP_AU_WEB

Installation-Qualification
Optional: Generates a report.

Parameters Installation-Qualification

Parameter Description

IP_Mode Run in Record mode.

IP_Version For the GxP Admin Software set the IP_Version variable to GXP
Admin Server.

IP_ReportDirectory Creates the location where you want to place the report.

Verification:

Use Windows Explorer and locate the GXP Admin Server Report.pdfin the location you enter
in the script.
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To use the sample deployment scripts to install the GxP Admin Software, modify the
following sample deployment scripts:

Configuration

The Configuration.psl script is called by all of the sample deployment scripts.

Prerequisites: PowerShell version 5.1, 64-bit exists and you must be able to execute scripts
with the execution policy set to at least Remote Signed onthe computer.

This script holds the common variables that all of the sample deployment scripts use during
the installation.

Variables Configuration.ps1

Sample Deployment Description Installation
Scripts Parameter Foundation Scripts

Equivalent

SharedPwd Password the sample deployment scripts use for | IP_GXPPassword
the GxP Administrator user, the web service user, |IP_WSPassword
the data service user, certificates, and the service |IP_DSPassword

user. IP_CAPassword
Note: You can edit the Configuration.ps1 file to IP_PassWord
use a different password for each user. For

example:

- The IP_GXPPassword must be at least 6
alphanumeric characters.

- The IP_PassWord must be the password for a
user that is in your company's Active Directory
database if you want to use Windows Credentials
login mode users.

GxPName Creates the name of the first user of the SoftMax | IP_GXPUserName
Pro 7.1.1 GxP Compliance Software Suite. This is
the Administrator user.

Note: This name must start with an alpha
character, be at least six alphanumeric
characters (no special characters) and cannot
contain a space. You can change this username in
the software after the installation completes.

GxPPwd Uses the SharedPwd to create the password of IP_GXPPassword
the GxP Administrator user. The software forces
the user to change this password upon first login.
Note: This password must be at least 6 characters.
The software forces you to change this to a strong
password upon initial login.
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Sample Deployment
Scripts Parameter

SvcUserName

Chapter 5: Installing GxP Admin Software

Description

Creates the username of the service user used to
run services.

Note: If you intend to use Windows Credentials
login mode users, the service user (IP_UserName
and SvcUserName) you enter into the scripts must
be a user that is in your company's Active
Directory database.

Installation
Foundation Scripts

Equivalent

IP_UserName

SvcUserPwd

Uses the SharedPwd to create the password of
the services user.

Note: If you intend to use Windows Credentials
login mode users, the Service User you enter into
the scripts must be a user that is in your
company's Active Directory database and this
must be that user's Active Directory password.

IP_PassWord

WebName

Creates the name of the user for the web service.

IP_WSUserName

WebPwd

Uses the SharedPwd to create the password of
the web service user.

IP_WSPassword

DataName

Creates the name of the user for the data service.

IP_DSUserName

DataPwd

Uses the SharedPwd to create the password of
the data service user.

IP_DSPassword

ServerFQDN

Creates the fully qualified domain name of the
server onto which you install the GxP Admin
Software.

IP_ServerName

ServerAliases

Creates the server aliases that are used in the
creation of server certificates.

IP_HostNamesAliases

CertificatePwd

Uses the SharedPwd to create the certificate
password.

IP_CAPassword

ServerFQDN

The fully qualified machine name of the computer
that contains the Microsoft SQL database.

Note: If you use a named instance, change this to
"<machine_name>\<instance_name>

For example, "vmw-sql-
ckkier.dtn.pdv.moldev.com\sqlexpress"

IP_ServerName

SqlSa

Creates the name of the SQL server administrator
user who has permission to create database
objects such as databases, tables, logins, and
stored procedures.

IP_SAUserName
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Sample Deployment
Scripts Parameter

SqlSaPwd

Variables Configuration.psl (continued)

Description

Uses the SharedPwd to create the password of
the database service user.

Installation
Foundation Scripts

Equivalent

IP_SAPassword

FoundationScriptRoot

The path to the folder that contains the installation
foundation scripts that the sample deployment
scripts use.

n/a

ProgramRoot

The full path to the folder under which to install all
SoftMax Pro 7.1.1 GxP Compliance Software Suite
components.

n/a

ServerRoot

The full path to the root install location for the
GxP Admin Software.

n/a

ClientRoot

The full path to the root install location for the
SoftMax Pro GxP Software.

n/a

ADClientRoot

The full path to the root install location for the GxP
active directory service executable.

n/a

ConfigBase

The full path to the root location of where
documents are stored.

n/a

ServerDataRoot

The full path to the root location of the GxP Admin
Software data (where configuration and data files
are stored).

n/a

ClientDataRoot

The full path to the root location of the SoftMax
Pro GxP Software data (where configuration and
data files are stored).

n/a

PortalDataRoot

The full path to the root location of the GxP Admin
Portal Software data (where configuration and
data files are stored).

n/a

InstallLogRoot

The full path to the root location of installation log
files.

n/a

Serverinstall

The Serverlnstall.ps1 script calls the installation foundation scripts and uses the variables in
the Configuration.psl script to install the GxP Admin Software.

Prerequisites: Complete the parameters in the Configuration.ps1 script and confirm that the
path to the installation foundation scripts is accurate.

26
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Parameters Serverinstall.ps1

Parameter Description

Mode Run in Insert mode.

InstallDb Turn On to create a new SQL Express database
Turn Off to use an existing database.

DoNotCreateUser Turn On to use an existing local domain user.
Turn Off to create a new service user.

DetailedLog Turn On to create detailed log messages.
Turn Off to not create detailed log messages.

Examples:

Perform dry run check.

ServerInstall.psl -Mode C

Perform installation and create new server databases.
ServerInstall.psl -Mode I -InstallDb
Perform installation and use existing server databases.
ServerInstall.psl -Mode I

Perform installation and use existing server databases and existing service user.
ServerInstall.psl -Mode I -DoNotCreateUser

Copying Certificates to Flash Drive

Copy the Certificates folder from the hard drive to the flash drive that has the scripts. You will
install the certificates on the computers on which you install the GxP Admin Portal Software
and the SoftMax Pro GxP Software.
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For an example GxP Admin Portal Software installation scenario, see Example Installation
Scenario on page 63.

The GxP Admin Portal Software installation requires the following installation foundation
scripts and you will run them in the following sequence:

1. Manage-Certificates.psl- Implements the certificates used to transmit encrypted data
across a network.

2. Manage-System.ps1 - Run with the IP_DeploymentType parameter set to P (portal), this
script installs the GxP Admin Portal Software.

3. Installation-Qualification.ps1 - This script is optional and generates a report.

The Portallnstall.ps1 sample deployment script calls each of these scripts. If you plan to use
the sample deployment scripts you must enter the path to the location of the installation
foundation scripts into the Configuration.ps1 script. See GxP Admin Portal Software Sample
Deployment Scripts on page 30.

Manage-Certificates

Prerequisites: Install GxP Admin Software and copy the Certificates folder to the flash drive or
an equally accessible location.

Parameters Manage-Certificates

Parameter Description

IP_CreateCertificates Switch to Off.

IP_CompanyName Uses the IP_CompanyName you created when you ran this script for the
GxP Admin Software installation.

IP_CAPassword Uses the IP_CAPassword you created when you ran this script for the
GxP Admin Software installation.

IP_SVPassword Uses the IP_SVPassword you created when you ran this script for the
GxP Admin Software installation.

IP_HostNamesAliases Passes the hostnames, aliases, and IP addresses delimited by a comma.
For example, "servername,serveraliasel,serveraliase2,10.120.140.200"

IP_SourceDirectory Enter the path to the certificates on the flash drive or the comparable
location from the GxP Admin Software installation.

IP_ Switch to On.
DeployToCertificateStore

Verification:
Open the Computer Certificate Store and locate the MolDev_SMP711_GxP... certificate.
Trusted Publishers\Certificates\
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Manage-System

Prerequisites: Run Manage-Certificates.ps1 script.

This script installs the GxP Admin Portal Software.

Parameters Manage-System

Parameter

IP_DeploymentType

Description

Set to P (portal) to install the GxP Admin Portal Software.

IP_InstallationDirectoryApplication Creates the directory into which to install application files.

Verification:

@ displays on the computer desktop.

Installation-Qualification

Optional: Generates a report.

Parameters Installation-Qualification

Parameter Description

IP_Mode

Run in Record mode.

IP_Version

For the GxP Admin Portal Software the IP_Version is GXP Admin Portal.

IP_ReportDirectory

Creates the location where you want to place the report.

Verification:

Use Windows Explorer and locate the GXP Admin Portal Report.pdfin the location you

specified.
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GxP Admin Portal Software Sample Deployment Scripts
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Portalinstall

The Portallnstall.ps1 script calls the installation foundation scripts and uses the variables in
the Configuration.ps1 script to install the GxP Admin Portal Software.

Prerequisites: Complete the parameters in the Configuration.ps1 script and confirm that the
path to the installation foundation scripts and the certificate folder on the flash drive is
accurate.

Parameters Portalinstall.ps1

Parameter Description

Mode Run in Install mode.

InstallOnServer Turn On to install the GxP Admin Portal Software on the same computer
as the GxP Admin Software.

Turn Off to install the GxP Admin Portal Software on a separate
computer.

PathToPortalCertificate Specify the path to the certificate folder on the flash drive. The script
copies the certificates to the computer certificate store.

Examples:

Perform dry run check.

PortalInstall.psl -Mode C

Perform portal installation on the same computer as the server.

PortalInstall.psl -Mode I -InstallOnServer

Perform portal installation and copy web app server certificate to computer certificate store.

PortalInstall.psl -Mode I -PathToPortalCertificate
"C:\Certificates\portall\certificate.cer"

Perform portal installation without installing certificate. This is useful if you deploy a CA
certificate to the GxP server.

PortalInstall.psl -Mode I
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For an example SoftMax Pro GxP Software installation scenario, see Example Installation
Scenario on page 63.

The SoftMax Pro GxP Software installation requires the following scripts and you will run
them in the following sequence:

1. Manage-User.psl - This script uses the service user you created during the GxP Admin
Software installation.

2. Manage-System.ps1 - This script, run with the IP_DeploymentType parameter set to C
(client), installs the SoftMax Pro GxP Software.

3. Manage-Certificates.ps1l - This script implements the certificates used to transmit
encrypted data across a network.

4. Manage-Configuration.ps1 - This script, run with the Mode parameter set to E (edit),
updates the config.json file.

5. Manage-Services.psl - This script creates the services that the SoftMax Pro 7.1.1 GxP
Compliance Software Suite uses.

6. Installation-Qualification.ps1 - This script is optional and generates a report.

The ClientInstall.ps1 sample deployment script calls each of these scripts. If you plan to use
the sample deployment scripts you must enter the path to the location of the installation
foundation scripts into the Configuration.ps1 script. See SoftMax Pro GxP Software Sample
Deployment Scripts on page 34.

Manage-User
Prerequisites: Install GxP Admin Portal Software.

This script creates the user to contain and run data and services related to the SoftMax Pro
7.1.1 GxP Compliance Software Suite.

Parameters Manage-User

Parameter Description

IP_Mode Run in Install mode.
IP_UserName The IP_UserName you created or used when you installed the GxP Admin
Software.
IP_PassWord The IP_PassWord you created or used when you installed the GxP Admin
Software
Verification:

Use Windows Explorer to confirm that there is a folder under Users that is named for the
user you entered.

C:Users\<username>
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Manage-System

Prerequisites: Run Manage-User.ps1.

This scrip installs the SoftMax Pro GxP Software.

Parameters Manage-System

Parameter

IP_Mode

Description

Run in Install mode.

IP_DeploymentType

Set to C (client) to install the SoftMax Pro GxP Software.

IP_InstallationDirectoryApplication Creates the directory into which to install application files.

Verification:

displays on the computer desktop.

Manage-Certificates

Prerequisites: Run Manage-System.ps1.

This script copies the certificates from the flash drive or share to the computer onto which
you install the SoftMax Pro GxP Software.

Parameters Manage-Certificates

Parameter

IP_CreateCertificates

Description

Switch to Off.

IP_CompanyName

Uses the IP_CompanyName you created when you ran this script for the
GxP Admin Software installation.

IP_CAPassword

Uses the IP_CAPassword you created when you ran this script for the
GxP Admin Software installation.

IP_SVPassword

Uses the IP_SVPassword you created when you ran this script for the
GxP Admin Software installation.

IP_HostNamesAliases

Passes the hostnames, aliases, and IP addresses delimited by a comma.
For example, "servername,serveraliasel,serveraliase2,10.120.140.200"

IP_CertificateDirectory

Creates the directory to which to deploy the certificates.

IP_SourceDirectory

Enter the path to the certificates on the flash drive or the comparable
location from the GxP Admin Software installation.

IP_
DeployToCertificateStore

Switch to On.

Verification:

Open the Certificate Store and locate the MolDev_SMP711_GxP... certificate.
Trusted Publishers\Certificates\
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Manage-Configuration
Perquisites: Run Manage-Certificates.ps1.
This script updates the config.json file to add information needed.

Parameters Manage-Configuration

Parameter Description

IP_Mode Run in Edit mode.

IP_ServerClient Set to C (client) to update the client configuration.

IP_ConfigurationPath The path to the config.json file that the Manage-System.ps1 script
creates.

IP_LocalServiceAddress | In most circumstances this localhost. If you use certificates you
might have to enter the full machine name.

Verification:
Use Windows Explorer and locate the config.json file in the following path:

C:\Users\<username>\AppData\Roaming\MolecularDevices\GxPAdmin7.1.1\Server\Config
uration\config.json

Open the config.json file and confirm that appropriate fields are populated.

Manage-Services
Prerequisites: Run Manage-Configuration.ps1.
This script creates the services to run the SoftMax Pro GxP Software.

Parameters Manage-Services

Parameter Description

IP_Mode Run in Install mode.

IP_UserName Uses the IP_UserName you created when you installed the GxP Admin
Software.

IP_PassWord Uses the IP_PassWord you created when you installed the GxP Admin
Software.

IP_WorkingDirectory Path where the executable is going to be run.

IP_Executable Path to the executable that is going to be run with AlwaysUp.

Verification:

Open the Services dialog and confirm that the following services have been created and are
running:
e GXP_AU_ADCLIENT - Required when you intend to create users with the Windows
Credentials login mode to use your company's Active Directory.
° GXP_AU_DATA
o GXP_AU_REPORT
» GXP_AU_WEB
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Installation-Qualification
Optional: Generates a report.

Parameters Installation-Qualification

Parameter Description

IP_Mode Run in Record mode.

IP_Version For the SoftMax Pro GxP Software the IP_Version is SMP GXP.

IP_ReportDirectory Creates the location where you want to place the report.
Verification:

Use Windows Explorer and locate the SMP GXP Report.pdfin the location you specified.

SoftMax Pro GxP Software Sample Deployment Scripts
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Clientinstall

The ClientInstall.ps1 script calls the installation foundation scripts and uses the variables in
the Configuration.ps1 script to install the SoftMax Pro GxP Software.

Prerequisites: Complete the parameters in the Configuration.ps1 script and confirm that the
path to the installation foundation scripts and the certificate folder on the flash drive is
accurate.

Parameters ClientInstall.ps1

Parameter Description

Mode Run in Install mode.

InstallOnServer Turn On to install the GxP Admin Portal Software on the same computer
as the GxP Admin Software.

Turn Off to install the GxP Admin Portal Software on a separate
computer.

PathToClientCertificate Specify the path to the certificate folder on the flash drive. The script
copies the certificates to the computer certificate store.

Examples:
Perform dry run check.
ClientInstall.psl -Mode C

Perform client installation on the same workstation as the server and copy client certificates
to computer certificate store.

ClientInstall.psl -Mode I -InstallOnServer -
PathToClientCertificateCertificates "C:\Certificates\client"r
Perform client installation and copy certificates to computer certificate store.

PortalInstall.psl -Mode I -
PathToClientCertificateCertificates "C:\Certificates\client"
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StakMax Microplate Handling System Plug-in

5070102 C

If you use the StakMax® Microplate Handling System, you must install the SoftMax Pro
Software 7.1.1 StakMax Plug-in on each computer that uses the SoftMax Pro GxP Software to
operate the StakMax instrument. See the SoftMax Pro 7.1.1 StakMax Plug-in Installation
Guide located on the SoftMax Pro 7.1.1 GxP Compliance Software Suite installation DVD.
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The GxP Admin Portal is the user interface for the GxP Admin Software. Before you can use
the SoftMax Pro GxP Software, you use the GxP Admin Portal to add the licenses for the
SoftMax Pro users, create the users, manage Roles, and create Projects.

To get started in the GxP Admin Portal:

1. Onthe computer desktop, double-click 2 to start the GxP Admin Portal Software.
2. Inthe GxP Admin Portal GxP Server Hostname dialog:

£GP Admin Portal

GxP Admin Portal

GxP Server Hostname

Copyright (C) 1992-2018 Molecular Devices, LLC. All ights reserved.

a. Inthe Server Hostname field:
¢ Ifyou install the GxP Admin Portal Software on the same computer as the
GxP Admin Software, enter localhost.

¢ Ifyou install the GxP Admin Portal Software on a different computer from the
GxP Admin Software, enter the server hostname of the server that contains the
GxP Admin Software.

b. Click Continue.
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3. Inthe GxP Admin Portal Login dialog:

£ GxP Admin Poral - o x

GxP Admin Portal

‘Copyright (C) 1992-2018 Molecular Devices, LLC. Allights reserved.

a. Inthe Username field, enter the user name you entered when you installed the GxP
Admin Software (a.k.a. Administrator user).
b. In the Password field, enter the password you entered when you installed the GxP
Admin Software.
c. Click Login.
4. Inthe Set New Password dialog:

£ GuP Admin Poral - o x

GxP Admin Portal

Set New Password

G

NewpasswoRD

I

Copyrignt (c) 1992-2018 Molecular Devices, LLC. All ights reserved.

a. Inthe New Password field, enter the new password for the Administrator user. The
password must be at least 10 characters long, contain at least one number, at least
one lowercase letter, at least one uppercase letter, and at least one special character.

b. Inthe Repeat New Password field, enter the password a second time.

% Note: If you forget this password, you must reinstall the software.

c. Click Change.
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5. Onthe Home page:

(@) v R GxPAdmin v

Add Licenses
Add licenses for SoRMax Pro users.

Impert Legacy Users

Impon users from peevious version

Create Users
Create users with or without Active
Dieectory.

Change Settings

Modify general settings and passwor
prrireif,

Manage Roles

Roles restrict SoMMax Pro workfiow.
Create Projects
Moject Fedtrict the dOCUMENt uders ean

R ] R i S 7 8

Click Add Licenses.
6. On the Licenses tab on the Maintenance page:

Maintenance @) wee R GxPAdmin v
SETTINGS NOTIFICATIONS LICENSES USER IMPORT
License Code (1)
& cetucenses

ystom Audit Trall

a. Inthe License Code field, enter the license code. This code is printed on the SoftMax
Pro GxP Certificate of License shipped with the installation DVD.

b. Click Get License. If the computer is connected to the Internet, the code should be
validated, and the license information displays on the page. Skip the next step.
If the computer is not connected to the Internet, continue to the next step.
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7. On the Licenses tab on the Maintenance page when the computer is not connected to
the Internet:

SETTINGS NOTIFICATIONS LICENSES USER IMPORT

License Code (D)

733480565 T5MScdd-bE0G-eTdeB5e ﬁ Gart Licenses

@ convect econnrerusen 13673361280

o No Detwork connection. PIeOse oxport registrotion information to fie.

Piocsa kmport new Icense Mo genorated from servec

a. Click Export.
b. Save the OfflineClaim.json file to a flash drive or to a location that has access to the
Internet.

c. Contact Molecular Devices Technical Support to complete the Offline Activation
process. Technical Support will send back a license activation *.json file. See
Obtaining Support on page 69

d. Savethe license activation *.json file to a flash drive and insert the flash drive into
the computer running the GxP Admin Portal Software.

e. Click Import to import the license activation *.json file into the GxP Admin Portal.

8. On the left, click Users.

Maintenance (@ v R/ GxPAdmin v

SETTINGS NOTIFICATIONS LICENSES USER IMPORT

Licenze Code (T)

Application Access Mersian Totol Licences Used Licenses Availabie Licenses

SoMax Pro GxP 2l 24 4 20
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9. On the User Administration page:

£GP Admin Portal - o x

(A Home User Administration @ wep R owadmin v

B3 Procs P Fiter R, NewUser

USERNAME & FULLNAME § CONTACTINFORM.. §  APPLICATIONACCE.. § STATUS §

Roles GxPAdmin Admin, Audit Active 14

-

@] sysorm it ot

Next to the first user, click 9
10. Inthe Edit User dialog:

£GP Admin Portl

- o x

A Home w0 Edit User @ rep R moder v
B3 Prosects Save User

] Usen

Login Mode (Custom Credentials) Change Login Mode

otes
P J—

userNaME

&) sysam Ak nen

FuLL NamE CONTACT INFORMATION.

No Access v

In the Full Name field, enter the user's full name.
In the Contact Information field, enter the user's contact information.

c. Forthis user, the software selects and disables both Application Access check
boxes. In general, you would leave the SoftMax Pro Access field set to No Access for
this user because this is the user that you use to manage the other users and do not
use in the SoftMax Pro GxP Software.

d. Click Save User.
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11. Ifyou update from GxP Admin Software version 2.x to GxP Admin Software version 3.x,
you can use the GxP Admin EDB Converter Tool to convert the version 2.x .edb user files
to the version 3.x edbexp file format. See Converting Legacy Users on page 49.
After you convert the user files to the .edbexp format, use the GxP Admin Portal to
import usernames, passwords, and the GxP Admin Access permission into the version
3.x database. After you import the users you need to use the GxP Admin Portal to assign
each user with the SoftMax Pro Access permission a license from the User Administration
page and assign each user to a Project from the Project Administration page before the
user can log in to the SoftMax Pro GxP Software. See Importing Legacy Users on page 52.

12. To add new users, on the User Administration page:

User Administration @ Hep R Gxeaamin v

USERNAME & FULLNAME § CONTACTINFORM.. §  APPLICATIONACCE.. § STATUS §

Admin, Audit Active 1%

Click New User.
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13. To create users with the Custom Credentials Login Mode whose credentials are
managed by the SoftMax Pro 7.1.1 GxP Compliance Software Suite, do the following:
(Step 14 describes how to create users that use Windows Active Directory.)

[®) save user

Login Mode (Custom Credentials) Change Login Mode

User Information

AppLICATION ACCESS
@ GxP Admin

New User @ vep R modev v

In the Username field, enter the user's name.

In the Full Name field, enter the user's full name.

Q o T o

e. To grantthe user access to only the System Audit Trail, clear the GxP Admin check

box and select the System Audit Trail check box.

f. To grant the user access to the SoftMax Pro GxP Software, click the SoftMax Pro

Access drop-down and select SoftMax Pro GxP 7.n.n

In the Contact Information field, enter the user's contact information.

To grant the user access to the GxP Admin Software via the GxP Admin Portal, select
the GxP Admin check box. This also grants access to the System Audit Trail.
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g. Click Save User. The User Information dialog contains the temporary password the
user needs the first time they log in to the system:

User Information

Lab Manager g IE
Loborafory Manager

CONTACT INFORMA TION

LobManogeraEmailcom

LOGEN MODE
Custom Credentials
TEMPORARY PASSWORD

d457c5590fbcdca7oc56 (1)

STATUS

Active

APPLICATION ACCESS
Admin, Audit, SMP

h. Click E to copy the user information to the computer clipboard.

i. Either paste the user information into an email that you send to the user or open a
word processing application and paste this information into a document that the
user can access when they log in to the system.

j. Click Close.
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14. To create users with the Windows Credentials Login Mode whose credentials are
managed by your company's Windows Active Directory, do the following:

Chapter 8: Getting Started - GxP Admin Portal Software

% Note: The computer must have access to your company's Active Directory
database.

a. Inthe New User dialog, click Change Login Mode.

L Sk AT

FLAL AR

Login Mode (Custom Credentials)

LV S S S S S S S S SV S S S

a A POl Ewerd o B BT IS0 will D Serer ol Outtmatc oy,

CORTTACT ISP OaRN TROW
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Click Use Windows Credentials.

dﬁb Uze Windows Credentials 9+ Use Custom Credentials

o Select o login mode for NEW USer,

User Information
In the New User dialog:

Login Mode (Windows Credentiols) Change Login kods

Io Lisev infarmation and B pOsSwoan ans peoviced 1a Actve r.;--um-y.l

FUELL M CONTACT BEFORMEATION
APPLACATION ACCESS SOF TRAN FRrCs MCCTSS
a GuP Aderin

ToMAMax Pio Gal* 11 »

In the Username field, enter a user name that exists in your company's Active
Directory database.

Click Verify. The software finds the user and populates the Full Name field and the
Contact Information field if that information is in the Active Directory database.

. To grant the user access to the GxP Admin Software via the GxP Admin Portal, select

the GxP Admin check box. This also grants access to the System Audit Trail.

. To grant the user access to only the System Audit Trail, clear the GxP Admin check

box and select the System Audit Trail check box.

. To grant the user access to the SoftMax Pro GxP Software, click the SoftMax Pro

Access drop-down and select SoftMax Pro GxP 7.1.1.

Click Save User. This user will use their password from the Windows Active Directory
to login to the system.

15. On the left, click Projects.
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16. On the Project Administration page:

7 Gob i P E
Project Administration @ Hep R GxPadmin v
& e 89 New Proect
R uses
PROJECTNAME & DESCRIPTION § USERS § ROLES § STATUS §
Rotes
& wamenance
@ systom Audr
Click New Project.
17. Inthe New Project dialog:
R GxP Admin Portal - o x
A Home oone. New Project @ o R oxpadmin v

3] Projects Project Name £

PROJECT NAME

R Users
| & R Addusers

Foles

DESCRIPTION

42 Maintenance No users added yet.

& sy Atk e

a.
b.

oKk

LLLLLLDIDLDLDLDDLDLDLDLIDL2D2DLLP8A9A8DA9DIDILDILDLPLDALDLPLPLLLOLPLPSLo

In the Project Name field, enter the project name.

In the Description field, enter a description if you want.
Click OK.

d. Click Add Users.

o
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18. Inthe Assign Users to Project Role dialog:

Assign Users to Profect Role

T

Lab Manager s

GxPAdmin @
| Lt Manager /

a. Click @ next to each user to add to the Project with the permissions you will grant
in the next step.

b. Click the Select From All Roles drop-down and select the Role that contains the
permissions to grant to the users. You can select from the three default Roles that
the installation creates or use the Role Administration page to manage Roles. See the
GxP Admin Software User Guide or the application help.

Click Assign.
d. Repeatto add additional users with different Roles to the Project.

% Note: You can assign a user to multiple Projects. Each user can have only one
Role in each Project.

19. Inthe New Project dialog, click Save Project.
20. On the left, click Home.
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21. Onthe Home page:

£GP Admin Portal - o x

@ vop R oonamn v
(5 Projecs
R vses e

Add Licenses
» Add licenses for SoftMax Pro users.
Maintenanc:

Import Legacy Users
Q] system avat e RO Seasy
Import users from previous version.
Create Users

Create users with or without Active
Directory.

Change Settings
Modify general settings and password
settings,

Manage Roles
Roles resirict SoftMax Pro workflow.

Create Projects

Projects resrict the documents users can

3 Getstarted

Copyrignt (C) 1992-2018 Molecular Devices, LLC. Al ights reserved.

At the Bottom of the To Do list, click Get Started to display the Home page with
shortcuts to relevant workflows, notifications, and other information.

£ GxP Admin Portel - o x

 J—

New Role

Q] systom vt T

Click to manage notifications to display here.
) itormation Panet

@ Manage Notttcations

TOTAL USERS ADMIN USERS

> 2users > 2users

ACTIVE PROJECTS

> oprojects

Copyright (C) 1992-2018 Molecular Devices, LLC. All ights reserved.

22. Usethe Settings tab on the Maintenance page to manage password strength
requirements. See the GxP Admin Software User Guide or the application help.
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Converting Legacy Users

The GxP Admin Software version 3.x is significantly different from the previous versions. The
database structure is different and additional security permissions have been implemented.
Therefore, if you want to use the users from GxP Admin Software version 2.x, you must
convert legacy user files to an updated format and then import the legacy users into the GxP
Admin Software version 3.x database.

% Note: If you intend have users use your company's Active Directory database you will
use the GxP Admin Portal to create new Windows Credentials login mode users. GxP
Admin Software version 2.x did not support Windows Active Directory and users you
convert are created as Custom Credential users in the GxP Admin Software 3.x
software.

The GxP Admin EDB Converter Tool is a separate software application that converts the
version 2.x user files that have an .edb file extension to the version 3.x user files that have an
.edbexp file extension.

% Note: After you convert the user files, you use the GxP Admin Portal to import
usernames, passwords, and the GxP Admin Access permission into the GxP Admin
Software version 3.x database. You must then assign each user with the SoftMax Pro
Access permission a license from the User Administration page and to a Project from
the Project Administration page.

The GxP Admin EDB Converter Tool installation file is in the following path:

SoftMax Pro GxP Installation
Scripts\Application\EDBConverterTool\EDBConverter<n.n>Setup.exe

To prepare to convert GxP Admin Software version 2.x user files that have the .edb file
extension:

* You can run the GxP Admin EDB Converter Tool on the computer on which you install
the SoftMax Pro 7.1.1 GxP Compliance Software Suite if the computer has a network
connection to the computers that contain the .edb files.

* You can use a flash drive to copy the .edb files to any location on the computer on which
you install the SoftMax Pro 7.1.1 GxP Compliance Software Suite.

* You can use a flash drive to move the GxP EDB Converter folder to the computer on
which the .edb files are located.

* You can install the GxP Admin EDB Converter Tool on other computers.
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Install the GxP Admin EDB Converter Tool
To install the GxP Admin EDB Converter Tool:

1. Insert the GxP Admin Software DVD in the computer DVD drive or use alternative media.
Locate and double-click EDBConverter<n.n>Setup.exe file to start the install.

On the Welcome page, click Next.

On the License Agreement page:

a. Selectthe |l Accept the Agreement check box.
b. Click Next.

4. Onthe Destination Folder page and the pages that follow, click Next to accept the
default settings or you can read the instructions and do a custom installation until the
Installation Complete page displays.

5. On the Installation Complete page, click Finish.

The GxP Admin EDB Converter Tool icon appears on the computer desktop.

Converting Legacy User Files

The GxP Admin EDB Converter Tool is a separate software application that you run on a
computer that has access to your legacy GxP Admin Software user files. The GxP Admin
Software version 2.x user files have an .edb file extension and the GxP Admin Software
version 3.x user files have an .edbexp file extension.

& Convertel - O X
Convert Options
| " Single File (" All Files in a Folder

File or Folder Name

[ Include all Subfolders

Processing

Log

| Cancel I
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Converting a Single File

To convert one .edb file to an .edbexp file:

1.
2.

Click or locate and double-click ConverterTool.exe to display the Converter dialog.
Select the Single File Convert Option.

3. To theright of the File or Folder Name field, click J to display the Open dialog.

Navigate to the .edb file and click Open to display the path to the file in the File or Folder
Name field. Note this location because the software places the new .edbexp file here.

Click Convert. The Log field displays the progress of the conversion.

6. The software places the .edbexp file in the same folder as the .edb file. Copy the .edbexp

file to a flash drive or place it on a network drive that is accessible to the computer
running the GxP Admin Portal Software. See Importing Legacy Users on page 52.

Converting Multiple Files

To convert multiple .edb files to .edbexp files:

1.
2.

Click or locate and double-click ConverterTool.exe to display the Converter dialog.
Select the All Files In a Folder Convert Option.

To the right of the File or Folder name field, click J to display the Browse For Folder
dialog.

Navigate to the folder that contains the .edb files and click OK to display the path to the
folder in the File or Folder Name field.

Select the Include All Subfolders check box to convert all .edb files in the subfolders of
the folder you select.

Click Convert. The Log field displays the progress of the conversion. The EDB Converter
Tool creates an .edbexp file for each .edb file in the same location as the .edb file.

Copy the .edbexp files to a flash drive or place them on a network drive that is accessible
to the computer running the GxP Admin Portal Software. See Importing Legacy Users on
page 52.
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Importing Legacy Users
Use the Import Legacy Users dialog to select the individual user names to import into the

GxP Admin Software version 3.x database.

After you complete the import, you must use the User Administration page to assign each
user who is to have access to the SoftMax Pro GxP Software a license and then assign each
user to at least one Project.

Import Legacy Users

SELECT LEGACY USERS SELECTED USERS
Select All @
Rebecca @
Alicia ®

To import users:

1. Usethe GxP Admin EDB Converter Tool to convert legacy .edb files to .edbexp files and

save the .edbexp files to a location from where the GxP Admin Portal can access the files.

See Converting Legacy Users on page 49.

On the left, click Maintenance to display the Maintenance page.
Select the User Import tab.

Click Import.

Navigate to the .edbexp file.

Click Open.

o v A~ W N
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The SoftMax Pro GxP Software is the software that controls the microplate reader and does
data analysis. After you use the GxP Admin Portal Software to create users and Projects, you

can start using the SoftMax Pro GxP Software.
1. Onthe computer desktop, double-click to start the SoftMax Pro Software.

2. On the Software License Activation page, click Activate.
3. Inthe Activate Online dialog:

Activate Online L}

Product Key: I | Activate Online |

If you do not have access to the Internet, click Activate Offline. To
activate offline, you need your preduct key, a computer that has
access to the internet, and a USB drive for transferring files

between the computers.

In the Product Key field, enter the product key.

If the computer has access to the Internet, click Activate Online.
If the computer does not have access to the Internet, see Activating SoftMax Pro

GxP Offline on page 57.
c. Wait for the Activation Success message and click Finish.
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4. Inthe License Summary dialog:

&l Software License Activation

License Summary
Mame Status

Pt

FrE i-ﬂ SoftMax Pro 7 GxP Perpetual

H Import - Plate Format
H Import XML Format

Motify on warnings

Source

To obtain new keys, contact your Molecular Devices sales i

Activate

Close

representative or om@maoldev.com

Note that SoftMax Pro 7 GxP has a perpetual license.
5. On the SoftMax Pro GxP Log On dialog:

B Softhax Pro G - Log On b4

Lab Manager

Bb1cfeSMTLL000e A0

o She Pritmue

Comtact

MOLECULAR
JEVICES

=

a. Inthe User ID field, enter the name of the user you created in the GxP Admin Portal

Software to whom you assigned a SoftMax Pro license.

b. Fora Custom Credentials login mode user, open the email or word processing
application file that contains the password that the GxP Admin Portal Software

generated. Copy and paste the password in the Password field.

For a Windows Credential login mode user, enter the user's Active Directory

password in the Password field.
c. Click Next.
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6. Fora Custom Credentials login mode user, the Change Password dialog displays:

7.

H Change Password X

v

UseriDc  Lab Manager

aEssEREEEREN

] show Password

Lo« || e |

a. Inthe New Password field, enter a new password. Default password strength
settings require that the password must be at least 10 characters long, contain at
least one number, at least one lowercase letter, at least one uppercase letter, and at

least one special character.

b. Inthe Confirm Password field, re-enter the password.

c. Click OK.

d. Click OK on the confirmation message.

In the SoftMax Pro GxP Log On dialog:

[ SoftMax Pro GxP - Log On

O MOLECULAR
SYDEVICES

Lab Manager

[] Show Password

] | Exit SMP

a. Inthe Password field, enter the new password.

b. Click Next.
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8. Inthe Select Project dialog:

[ SoftMax Pro GxP - Log On *
Please select a project: @
Workflow Project
Role: Lab ranager
Validation Project
Role: - Lab manager
I Log In ] i Back I

a. Select a Project to which you associated the user. A user can be a member of
multiple Projects.
b. Click Log In.
9. Inthe SoftMax Pro GxP Software:

Softbax Pro 711 GeP

0ok B

Accours  Userlog Userlock _Crange.
Iormaton O session _ passwora

oo Bl —¥

Begin using the software. See the SoftMax Pro Data Acquisition and Analysis Software
User Guide.
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When the computer onto which you install the SoftMax Pro GxP Software cannot connect to
the Internet, you need a flash drive and access to a computer that is connected to the

Internet.

To license the SoftMax Pro GxP Software on a computer that cannot connect to the Internet:

1. Inthe Activate Online dialog:

Activate Online

Product Key:

5070102 C

2.

If you do not have access to the Internet, click Activate Offline. To
activate offline, you need your preduct key, a computer that has
access to the internet, and a USB drive for transferring files

between the computers.

Click Activate Offline.
In the Activate Offline Wizard dialog:

Activate Offline Wizard

Click Save to name and save a CuJ%mer To Vendor
[-.C2V) information file. This file uniquely identifies
this computer,

Save

< Back Next> | | Finish

Click Save.
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3. Inthe Save As dialog:

Gl Save As b4
= v P « Desktop » SMP Activation w0 Search SMP Activation B2
Organize Mew folder =z » 0
-

A Mame Date medified Type Size

w
a Mo iterns match your search.

-
=

SMP Actrvation File w

Save as type:

[

~ Hide Folders Cancel

a. IntheFile Name field, enter a name for the customer to vendor file (.c2v).
b. Navigate to the folder in which to save the .c2v file.
c. Click Save.

4. In the Activate Offline Wizard dialog:

Activate Offline Wizard

Click Save to name and save a Customer To Vendor
(.C2V) information file. This file uniguely identifies
this computer.

sl Your file has been saved.

Note the path to the file and click Next.
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5. Inthe Activate Offline Wizard dialog:

Activate Offline Wizard

Locate the .C2V file on your computer and copy it to an external
USE drive. Connect the USE drive to a computer with Internet
access and then visit the website listed below. Follow the
instructions to upload the .C2V file you created inlagep 1, along
with your product key.

https://smplicensing.moleculardevices.com

Save Link to Disk | | Copy Link to Clipboard

You will receive a Vender To Customer (V2C) file. Copy the VM2C file
onto your USE drive. Connect the USBE drive to this computer.

<Back || Nea> || Finish

a. Copy the.c2v file to a flash drive.

b. Click Save Link to Disk, Copy Link to Clipboard or make note of the link. You need
this link for step 8.

6. Take the flash drive to a computer that has access to the Internet.

7. Open an Internet browser and go to: https://smplicensing.moleculardevices.com.

8. On the SoftMax Pro Offline Activation System page:

SoftMax® Pro Offline Acthvation System

Instructions:

Irserd your external USE drvee, contameng the Customer Ta Vendor (CEV] file drom the computer on which you mant to sctrabe SofbMan g
Pro. Upload the £1V Fle froem your computer by ciclong Browse, Locate the CIV fle and dick Open, Type your produst bey n the endry Feld
aad chele Actvite. A sucteddiul Bctrvatlion mabatid B downlead of 8 Veadsr To Customar (V2C) file. Save thg Bilg to your ntemal USE drve.
Conmsect the USE drive ko the compuber on wheth you want o scteate SoftMae® Pro.

CivFile: | Chooss Fls | SMP Actration File c2v |
Prasdiact By

Thank You for purchasing SoltMax® Pro soltware, We appreciate your business. Il you should have any questions of
would like more information on our Instruments and for software, please visit our web site
wwrw  MalecularDevices, com or contact our Technical Support

a. Click Choose File.
b. Navigate to and select the .c2v file on the flash drive.
c. Click Activate.
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9. On the SoftMax Pro Offline Activation System page:

SoftMaa® Pro Offine: Acthvation System

Instresctions:

Ingaa v

- L -
snd chck Actoonbe. & pocomaial sctrasbor inakal =
Comnadt tha LR drma b3 the Somputer on mheth yiu N

toar abernal LIS Borvr. oonlbeng tRe Dottemer To Wbnder [DIV]) Fon From the comgutt o0 whetf viu misl b5 b0 i0e SoRbian
el th et . g tha I g wnd chathc Ot Trp voour prodadt lory o Tha awbry ald

& TV T frgen

Vyrdor T Qunbomer [WIC] Ke. Servn e Mg o woor gl SRR drew
radle SoRMas® Mo

L2V Fila Chooss File | SMP Actvation Fils clv
Broduct Kiry
Aok ate
Thank You ler puidchasing SoltMax® Pro seltware. We appreciate your business, [ you should have any guesibons or

weould like meore information on cur instraments snd/er soltware, please visin cur web site
WM m or contact owr Technicsl Suppert

Opeen [0 Molecular
Ay Copen Sien o 1t Fype =¥ Devices
=
" = & - T

a. Click Show in Folder to display the location of the Update.v2c file that the activation
system downloads to your computer. Otherwise, locate the Update.v2c.
b. Copy the Update.v2c file to the flash drive.
10. Take the flash drive to the computer running the SoftMax Pro GxP Software. In the
Activate Offline Wizard:

Activate Offline Wizard

[

Locate the .C2V file on your computer and copy it to an external
USE drive. Connect the USE drive to a computer with [nternet
access and then visit the website listed below. Follow the
instructions to upload the .C2V file you created in Step 1, along
with your product key.

https://smplicensing.moleculardevices.com

Save Link to Disk | | Copy Link to Clipboard

You will receive a Vendor To Customer ((V2C) file, Copy the V2C file
onto your USE drive. Connect the USB drive to this computer.

<Back ||| Nea> Finish

Click Next.
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11. Inthe Open dialog:

12.

& open *
L - B « Desktop » SMP Activation v O Search SMP Activation -
Organize *  New folder > M ©
MName B Dste modified
» o Quick access
¥ Updaten2e 8/13/2019 10:57 AM
> [ Box
» o OneDrive - Danaher
» B This PC
» i Network
< >
File pame: | Updateac v| [Vendor To Customer files ("v2c
Open Cancel
a. Navigate to and select the Update.v2c file on the flash drive.
b. Click Open.
In the Activate Offline Wizard:
Activate Offline Wizard
Locate the V2C file on the USB drive.
- \Desktop\SMP Activation\Update.v2c| I Browse... J
< Back ]I] Net> ||| Finish

Note the name and location of the Update.v2c file and click Next.
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13.

In the Activate Offline Wizard:

Activate Offline Wizard

Re-enter your product key and then click Activate.

‘ Activate

E=

< Back MNext >

a. Inthe Re-enter Your Product Key and then Click Activate field re-enter the product

key.
b. Click Activate.
c. Click Finish.

14. Inthe License Summary dialog:

il Software License Activation

License Summary

MName Status

] e e e

HE“ i __.1 SoftMax Pro 7 GxP Perpetual

H Import - Plate Format
H Import XML Format

Motify on warnings

Source

To obtain new keys, contact your Molecular Devices sales | Activate

Close

representative or om@moldev.com

Note that SoftMax Pro 7.x GxP has a perpetual license.
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Every network is unique. Every multi computer setup is unique. This chapter describes an
example of how to use the sample deployment scripts.

Note: You cannot change the names of the folders below the SoftMax Pro

GxP Components folder and you cannot change the names of the installation scripts.

Complete the following sections in the sequence presented.

Unpacking the Files
Do the following to unpack the installation files:

1. Locate and double-click the SoftMax Pro 7.1.1 GxP - Multi Computer Installation
Components.msito run the wizard that unpacks the installation files to either a flash
drive or a network location that is accessible to all computers in the SoftMax Pro 7.1.1
GxP Compliance Software Suite. See Unpacking Installation Files on page 12.

2. Rename the "SoftMax Pro GxP Components" folder to "scripts". Do not change any
other folder names or file names.

Entering Configuration Variables
Do the following to enter the variables into the Configuration.ps1 script that is called by all
other sample deployment scripts. See Configuration on page 24.
1. Start PowerShell and run as administrator.
2. Complete the parameters in the Configuration.ps1 file.
Default Entries
e SharedPwd = !1moldevUIC
* GxPName =gxpadmin
* GxPPwd = SharedPwd

e SvcUserName = gxpsvc

% Note: If you intend to use Windows Credentials login mode users that use your
company's Active Directory, this must be a user who is in your company's Active
Directory database.

e SvcUserPwd =SharedPwd

% Note: If you intend to use Windows Credentials login mode users that use your
company's Active Directory, you must change this to the password of the user
who is in your company's Active Directory database.

e WebName = WebServiceAccess
e WebPwd =SharedPwd

e DataName = DataServiceAccess
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e DataPwd = SharedPwd

e ServerFQDN = machine.company.com

e ServerAliases = machine.company.com, machine
o CertificatePwd = SharedPwd

e SqlFQDN =sqgl.company.com

e SqglSa=sa

e SqlSaPwd =SharedPwd

e FoundationScriptRoot =..\scripts

% Note: You must change this to point to the location of the "scripts" folder.

e ProgramRoot = C:\Program Files\Molecular Devices
e ServerRoot = ProgramRoot\GxP Admin 7.1.1\Server
¢ ClientRoot = ProgramRoot\GxP Admin 7.1.1\Client
e ADClientRoot = ServerRoot\ADCClient

e ConfigBase = C:\Users\Public\Documents

e ServerDataRoot = ConfigBase\Server

e ClientDataRoot = ConfigBase\Client

e PortalDataRoot = ConfigBase\Portal

e InstallLogRoot = ConfigBase\install-logs
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Example GxP Admin Software Installation Scenario

Do the following on the computer onto which you install the GxP Admin Software:
1. Start PowerShell and run as administrator.

2. Navigate to the Example scripts folder and enter the following command:
.\ServerInstall.psl -Mode C

Optional Parameters:

e -InstallDb =Turn On to install a new GxP Admin Software Microsoft SQL database or
turn Off to use the an existing GxP Admin Software database.

e -DoNotCreateUser =Turn On to not create the service user or turn Off to create the
service user (SvcUserName).

Acceptable Exit Codes:

* Manage-PSModules.ps1 =30 unless PowerShell components are installed. When
you run the Serverlnstall.ps1 with Mode | the PowerShell components will be
installed.

e Manage-Database.ps1=0

* Manage-User.ps1=10unless the Service User SvcUserName is created. When you
run the Serverinstall.ps1 with Mode | the Service User will be created.

® Manage-System.ps1=0
* Manage-Certificates.ps1=0

* Manage-Configuration.ps1 =340 The IP_CertificatePath does not exist and will be
created when you run the ServerlInstall.ps1 with Mode I.

* Manage-Services.ps1 (GXP_AU_WEB)=0

e Manage-Services.psl (GXP_AU_DATA)=0

e Manage-Services.ps1 (GXP_AU_REPORT)=0

* Manage-Services.psl (GXP_AU_ADCLIENT)=0

3. Enter the following command:
.\ServerInstall.psl -Mode I - InstallDb

Verification
All Exit Codes =0
Use SQL Management Studio:
e The following databases exist:
e DataService (default name)
* WebService (default name)
e The following logins are seen:
e DataServiceUser (default name)
e WebServiceUser (default name)
Use Windows Explorer and confirm that a folder for the service user exists:
e C:/Users/gxpsvc (default name)
Open Windows Service dialog and check that the following services exist and are running:
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e GXP_AU_ADCLIENT (default name)

e GXP_AU_DATA (default name)

e GXP_AU_REPORT (default name)

e GXP_AU_WEB (default name)
Validation Report

To generate a report that meets the requirements of the FDA 21 CFR Part 11 Final Rule enter
the following command:

.\Installation-Qualification.psl - Mode Record - IP Version
GXP Admin Server - IP ReportDirectory (path to location for
the report)

Verification:

Use Windows Explorer and locate the GXP Admin Server Report.pdfin the location you enter
in the script.

Example GxP Admin Portal Software Installation Scenario

Prerequisites: The Certificates folder that was created during the GxP Admin Software

installation is accessible from the computer onto which you install the GxP Admin Portal
Software.

Do the following on the computers onto which you install the GxP Admin Portal Software:
1. Start PowerShell and run as administrator.

2. Navigate to the Example scripts folder and enter the following command:
.\PortalInstall.psl - Mode C - PathToPortalCertificate
(path to location of Certificates folder)

Optional Parameter:
e -InstallOnServer = Turn On to install the GxP Admin Portal Software on the same
computer onto which you installed the GxP Admin Software or turn Off to the

GxP Admin Portal Software on computers that can access the GxP Admin Software
computer.

Acceptable Exit Codes:
* Manage-Certificates.ps1=0
e Manage-System.psl=0
3. Enter the following command:

.\PortalInstall.psl - Mode I - PathToPortalCertificate
(path to location of Certificates folder)

Verification
All Exit Codes =0

To verify the GxP Admin Portal Software installation:

1. Onthe computer desktop, double-click @ to start the GxP Admin Portal Software to
display the GxP Admin Portal GxP Server Hostname dialog.
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2. In the Server Hostname field:

e Ifyou install the GxP Admin Portal Software on the same computer as the GxP Admin
Software, enter localhost.

¢ Ifyou install the GxP Admin Portal Software on a different computer from the
GxP Admin Software, enter the server hostname of the server that contains the
GxP Admin Software.

Click Continue to display the GxP Admin Portal Login dialog.

4. Inthe Username field, enter the GxPName you entered when you installed the GxP
Admin Software (default = gxpadmin).

5. In the Password field, enter the GxPPwd you entered when you installed the GxP Admin
Software (default = l1moldevUIC).

6. Click Login to display the Set New Password dialog.

Validation Report
To generate a report that meets the requirements of the FDA 21 CFR Part 11 Final Rule enter
the following command:

.\Installation-Qualification.psl - Mode Record - IP Version
GXP Admin Portal - IP ReportDirectory (path to location for
the report)

Verification:

Use Windows Explorer and locate the GXP Admin Portal Report.pdfin the location you enter
in the script.

Example SoftMax Pro GxP Software Installation Scenario
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Prerequisites: The Certificates folder that was created during the GxP Admin Software
installation is accessible from the computer onto which you install the SoftMax Pro GxP
Software.

Do the following on the computers onto which you install the SoftMax Pro GxP Software:
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Start PowerShell and run as administrator.

Navigate to the Example scripts folder and enter the following command:
.\ClientInstall.psl - Mode C - PathToClientCertificate
(path to location of Certificates folder)

Optional Parameter:

o -InstallOnServer =Turn On to install the SoftMax Pro GxP Software on the same
computer onto which you installed the GxP Admin Software or turn Off to the
SoftMax Pro GxP Software on computers that can access the GxP Admin Software
computer.

Acceptable Exit Codes:

e Manage-User.ps1 =10 unless the Service User SvcUserName is created. When you
run the ClientInstall.ps1 with Mode | the Service User will be created.

e Manage-System.psl=0

* Manage-Certificates.ps1=0

e Manage-Configuration.ps1 =340 The IP_CertificatePath does not exist and will be
created when you run the ClientInstall.ps1 with Mode I.

e Manage-Services.ps1 (GXP_AU_WEB)=0

* Manage-Services.psl (GXP_AU_DATA)=0

3. Enter the following command:
.\ClientInstall.psl - Mode I - PathToClientCertificate

(path to location of Certificates folder)
4. Wait for the count downs to occur. The installation eventually completes and the cursor
returns.
Verification:
All Exit Codes =0
Use Windows Explorer and confirm that a folder for the service user exists:
e C:/Users/gxpsvc (default name)
Open Windows Service dialog and check that the following services exist and are running:
e GXP_AU_DATA (default name)
e GXP_AU_WEB (default name)

==l displays on the computer desktop. To get started, see Getting Started - SoftMax Pro
GxP Software on page 53.
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Molecular Devices is a leading worldwide manufacturer and distributor of analytical
instrumentation, software, and reagents. We are committed to the quality of our products
and to fully supporting our customers with the highest level of technical service.

Our Support website, www.moleculardevices.com/service-support, has a link to the
Knowledge Base, which contains technical notes, software upgrades, safety data sheets, and
other resources. If you still need assistance after consulting the Knowledge Base, you can
submit a request to Molecular Devices Technical Support.

You can contact your local representative or Molecular Devices Technical Support at
800-635-5577 X 1815 (North America only) or +1 408-747-1700. In Europe call +44
(0) 118 944 8000.

To find regional support contact information, visit www.moleculardevices.com/contact.
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Contact Us

Phone:  +1-800-635-5577
Web: moleculardevices.com
Email: info@moldev.com

Visit our website for a current listing of worldwide distributors.

The trademarks used herein are the property of Molecular Devices, LLC or their respective owners.
Specifications subject to change without notice. Patents: www.moleculardevices.com/productpatents
FOR RESEARCH USE ONLY. NOT FOR USE IN DIAGNOSTIC PROCEDURES

©2020 Molecular Devices, LLC.
All rights reserved.
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